
994

MINUTES of
FINANCE AND CORPORATE SERVICES COMMITTEE
6 MARCH 2018

PRESENT

Chairman Councillor D M Sismey

Vice-Chairman Councillor I E Dobson

Councillors Mrs B F Acevedo, P G L Elliott, A S Fluker and 
Rev. A E J Shrimpton

Ex-Officio Non-
Voting Member

Councillor B S Beale MBE

Substitute Members Councillors E L Bamford and M F L Durham

861. CHAIRMAN'S NOTICES 

The Chairman drew attention to the list of notices published on the back of the agenda.

862. APOLOGIES FOR ABSENCE AND SUBSTITUTION NOTICES 

Apologies for absence were received from Councillors J P F Archer and Miss M R 
Lewis.

In accordance with notice duly given Councillor M F L Durham was attending as a 
substitute for Councillor Archer and Councillor E L Bamford as a substitute for 
Councillor Miss Lewis.

863. MINUTES OF THE LAST MEETING 

RESOLVED that the Minutes of the meeting of the Committee held on 30 January 
2018 be approved and confirmed.

864. DISCLOSURE OF INTEREST 

Councillor D M Sismey disclosed an interest in relation to Agenda Item 9 – Treasury 
Management and Annual Investment Strategy 2018 – 19 as he was a Director of 
Goldman Sachs and advised he would leave the meeting for this item of business.
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865. PUBLIC PARTICIPATION 

No requests had been received.

866. CHAIRMAN'S GOOD NEWS ANNOUNCEMENTS 

There was none.

867. SUPPLEMENTARY ESTIMATES AND VIREMENTS 

The Committee considered the report of the Director of Resources, reporting virements 
and supplementary estimates agreed under delegated powers and procurement 
exemptions granted.

Members were advised that there had been:

 two virements: one of £51,000 from the Promenade Park road repairs capital 
budget and a further for £8,000 from the Burnham Cemetery road repairs capital 
budget to the all-weather winter car park capital budget.

 no supplementary estimates.

 two procurement exemptions: one to enable the Council to automate the green 
waste payment system within the contractors main IT system and a second to 
purchase new software for the introduction of the Homelessness Reduction Act.

RESOLVED

(i) That the virements of £51,000 from the Promenade Park road repairs capital 
budget and £8,000 from the Burnham Cemetery road repairs capital budget to 
the all-weather winter car park capital budget be noted.

(ii) That the procurement exemptions relating to the green waste payment system 
and new software for the introduction of the Homelessness reduction Act, as 
detailed in the report, be noted.

Councillor B S Beale joined the meeting during this item of business.

868. PAY POLICY STATEMENT (ANNUAL REVIEW) 

The Committee considered the report of the Director of Resources seeking the Council’s 
approval of a Pay Policy Statement to meet the Localism Act 2011 requirements.  

It was noted that the Pay Policy Statement was attached as Appendix 1 to the report and 
reflected the current arrangements for pay at the Council.

In response to questions regarding the payment received by the Chief Executive as 
Returning Officer during elections, it was agreed that the Director of Resources would 



996

bring a report back to a future meeting of the Committee clarifying the different election 
roles and payments related to these.

The Director of Resources provided further information regarding elections and in 
response to a question regarding the use of Council staff for counting election votes 
commented that ideally separate persons to those who had staffed polling stations would 
be used and work was ongoing to set up a pool of people trained ready for the May 2019 
elections.

RESOLVED

(i) That the Director of Resources would bring a report back to a future meeting of 
the Committee clarifying the different election roles and payments related to 
these.

RECOMMENDED

(ii) That the Pay Policy Statement attached at APPENDIX 1 to these Minutes be 
adopted for the financial year 2018 /19.

In accordance with his earlier declaration Councillor D M Sismey left the chamber at 
this point.

IN THE CHAIR : COUNCILLOR I E DOBSON

869. TREASURY MANAGEMENT AND ANNUAL INVESTMENT STRATEGY 
2018-19 

The Committee considered the report of the Director of Resources seeking Members’ 
consideration and approval of the Council’s draft Treasury Management and Annual 
Investment Strategy for 2018 / 19 (attached as Appendix 1 to the report).  Supporting 
Treasury Management Practices were attached as Appendix 2 to the report and 
Prudential Indicators at Appendix 3.

The Treasury Management and Annual Investment Strategy had been updated in line 
with the statutory requirements and good practice, having regard to the Council’s 
financial position, links to its wider strategies, plans and aims and the advice of the 
Council’s Treasury Advisor.

RECOMMENDED that the draft Treasury Management and Annual Investment 
Strategy together with the embedded Prudential Indicators for 2018 / 19, as set out in 
APPENDICES 2, 3 and 4 to these Minutes, be approved.

Councillor Sismey returned to the chamber at this point.

IN THE CHAIR : COUNCILLOR D M SISMEY
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870. FINANCIAL SERVICES POLICY - MILEAGE AND EXPENSES 

The Committee consider the report of the Director of Resources seeking the Council’s 
approval of a revision to the Council’s Mileage and Expenses policy (attached as 
Appendix 1 to the report).

The report set out a number of changes to the policy which were considered and noted 
by Members.

In response to a question regarding mileage rates for electric vehicles it was agreed that 
this be identified from HM Revenues and Customs and included within the Policy.

RECOMMENDED that subject to the above amendment, the Mileage and Expenses 
Policy attached at APPENDIX 5 to these Minutes, be approved and adopted.

871. INFORMATION AND DATA SECURITY POLICIES 

The Committee considered the report of the Director of Resources presenting new, 
updated information and data security policies for review and approval.

RECOMMENDED that following information and data security policies (attached as 
APPENDIX 6 to these Minutes) be agreed and adopted.

 Conditions of Acceptable Use V7.1 2018 

 Corporate Information Security Policy V2.1 2018

 Using Email and Digital Communications V1.0 2018

872. DATA PROTECTION POLICY 2018 

The Committee considered the report of the Director of Resources, seeking the 
Council’s adoption of the draft Data Protection Policy, attached as Appendix 1 to the 
report.

It was noted that the introduction of the General Data Protection Regulations (GDPR) as 
part of the Data Protection Act 2018 had brought additional requirement on 
organisations to protect the data which they held and processed.  The Data Protection 
Policy had been created to reflect the changes in legislation and ensure the Council’s 
compliance with its obligations.

In response to a query regarding support for Parish Councils, the Director of Resources 
advised Members of ongoing work to provide support and training to Parish Councils in 
light of the forthcoming General Data Protection Regulations (GDPR).  She confirmed 
that a briefing note regarding GDPR would be sent to all Members this week.

The Director of Resources clarified that reference on page 241 to Executive Director - 
Legal and Democratic Services should be amended to Data Protection Officer (the 
Director of Resources).  This was noted.
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RECOMMENDED that subject to the above amendment, the Data Protection Policy, 
attached at APPENDIX 7 to these Minutes, be approved.

873. INFORMATION SECURITY DATA BREACH INCIDENT REPORTING 
MANAGEMENT POLICY 

The Committee considered the report of the Director of Resources seeking the Council’s 
approval of the draft Information Security Incident Reporting and Data Breach 
Management Policy (attached as Appendix 1 to the report).

It was noted that the policy had been created as an integrated document which dealt 
with both Information and Communications Technology ICT) incidents and physical 
data breaches via a single methodology.  The report highlighted a number of new 
requirements and timeframes which were introduced as part of the General Data 
Protection Regulations (GDPR).

It was agreed that within the policy clarification should be provided as to who the ICT 
Manager and Data Protection Officer were.  

RECOMMENDED that subject to the above amendment, the Information Security 
Incident Reporting and Data Breach Management Policy, attached at APPENDIX 8 to 
these Minutes, be approved.

There being no further items of business the Chairman closed the meeting at 7.55 pm.

D M SISMEY
CHAIRMAN
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Document Control Sheet

Document title Pay Policy Statement
Summary of purpose Compliance with Localism Act
Prepared by Group Manager ; People,  Performance and Policy 

Status Final
Version number 6
Approved by
Approval date

Date of implementation Immediate
Review frequency Annual (or as necessary before then) 
Next review date January 2019
Circulation
Published on the 
Council’s website

Yes

Validity Statement

This document is due for review by the date shown above, after which it may become 
invalid. Users of the strategy or policy should ensure that they are consulting the 
currently valid version of the document.
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Pay Policy Statement

Note: This Statement has been written to meet the statutory requirements of the 
Localism Act 2011 and to aid transparency in respect of Maldon District Council’s 
policy regarding pay to the highest and lowest paid staff. 

1. General policy

1.1 The Council has undertaken a Job Evaluation exercise which reviewed every 
post in the Council, up to and including the Chief Executive, on a consistent 
basis and placed them within a single unified pay scale.  The pay scale was 
designed to be consistent with best practice and benchmarked as to value and 
applies up to and including Director level.  In accordance with the Council’s 
constitution, the remuneration of the posts of Chief Executive and Directors 
were set by the Appointments Committee composed of elected Members of 
the authority. 

1.2 The Job Evaluation process was designed to achieve compliance with Equal 
Pay legislation and, further to this, the contractual terms and conditions of staff 
were also standardised at the same time.  The effect is that the remuneration 
of all Council employees is governed by a single set of policies and 
procedures.  This is reflected in the Pay Policy statements below. 

1.3      The pay multiple for 18/19 is based on the ratio of the Chief Executives Salary 
to all other employees average FTE salary and equates to 3.76.  The 
Government has considered setting twenty to one as a maximum.  As a result 
it is not considered necessary to have a specific policy concerning the pay 
multiple. If the multiple starts to rise, for example above five to one, this could 
be reconsidered.

2. Policy regarding pay to “Chief Officers”

2.1 Definition of “Chief Officers” for the purposes of this statement

2.1.1 The term “Chief Officer” as employed in the Localism Act has a different 
meaning to the use made of it at Maldon District Council. For the purposes of 
this Pay Policy Statement only, the relevant posts are considered to be:

 Chief Executive 
 The three Director posts
 The Monitoring Officer

2.2 Pay

2.2.1 Pay for the post of Chief Executive is set by the Appointments Committee and 
approved by the Council. The role of Director was introduced following the 
2014 Senior Management Review and pay set by the Job Evaluation process. 
The pay line of Directors is subject to the same factors as the rest of staff pay, 
for example any annual pay award granted. 
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2.2.2 Any exception to this, such as a proposal to change the pay of senior staff out 
of line with normal pay awards would be subject to a report to the Council and 
approval being given.  

2.2.3 An additional consideration is that the Chief Executive has delegated powers 
to award discretionary points on an officer’s salary scale within approved 
budgetary limits where they deem it to be in the interests of the Authority.  
This only applies to points up to the maximum of the salary band for that post. 

2.3 Performance related pay and bonuses

2.3.1 Maldon District Council does not have performance related pay or bonus 
payments for any staff.  As there is no mechanism for linking pay and 
performance in this way ‘earn back’ arrangements are not appropriate. 

2.4 Fees, allowances, benefits in kind and expenses

2.4.1 The Chief Executive is also the Returning Officer for the District, meaning that 
the post holder has specific responsibilities in respect of all elections and 
national referenda held in the District.  These duties attract fees that are 
variable depending on the election.  For Parliamentary, Police and Crime 
Commissioner, European elections and national referenda these are set by 
the Government.  For County elections there are set by Essex County 
Council.  For District and Parish elections they are set locally.

2.4.2 Apart from this no fees, allowances, benefits on kind or expenses are 
available to the posts listed in 2.1, other than those available to all staff and on 
the same basis. 

2.5 Pension

2.5.1 All staff are eligible to join the Local Government Pension Scheme in 
accordance with the terms of that scheme.  No special considerations apply to 
the posts listed in 2.1. 

2.6 Severance payments

2.6.1 Where senior staff leave in the normal course of business (resignation, 
retirement, etc.) the same procedures would be applied as for any other staff 
member and no additional payments would arise as a result.

2.6.2 Should a senior post be made redundant the post holder would receive 
redundancy payments in accordance with the Council’s Managing 
Organisational Change policy that applies to all staff.  The Council’s policy is 
not to award any additional compensatory payments to staff. 

2.6.3 Should a senior staff member leave as a result of a settlement agreement 
these, by their nature, are subject to negotiation with the individual and their 
representatives and so are variable in their terms.  Such agreements are 
formal legal arrangements and confidentiality binding on both parties is a key 
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component, so any payment arising from such an agreement would not be 
published.  Authorisation of the payment would be in accordance with the 
Council’s terms of reference and scheme of delegation and it would need to 
represent value for money for the taxpayer in the circumstances. 

2.6.4 Senior staff that were previously employed by the Authority and left with a 
severance or redundancy payment may be re-employed on a consultancy 
basis to cover short term staff pressures where it is considered appropriate in 
the pubic interest to do so. 

2.7 Recruitment of senior staff

2.7.1 When recruiting to a senior post the salary offered would be that applicable to 
the grade of the post, as determined by Job Evaluation, and within the 
established pay line.  No additional payments would arise, unless a market 
supplement to enable recruitment was considered justified due to a 
recognised technical skill shortage in the job market.  

2.7.2 In the event that a senior post were to be filled by a person who had retired 
from another Authority and was in receipt of a pension it would be arranged so 
that the person was not better off overall, through abatement of pension 
and/or pay as applicable.  

2.7.3  In accordance with the guidance set out in the Localism Act, Full council 
should be given the opportunity to vote before large salary packages (£100k 
or above) offered in respect of a new appointment.  This will be considered by 
the Council should the opportunity arise in the future.

2.8 Monitoring Officer

2.8.1  The Monitoring Officer is not subject to any additional payment.

2.9 Publication of remuneration of senior staff

2.9.1 This Pay Policy Statement, once approved by the Council, will be published 
on the Council’s website. 

2.9.2 The remuneration and pension contributions of the posts listed in 2.1 above 
are published annually in the Financial Statements of the Authority and a copy 
placed on the website.  
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3. Lowest paid staff

3.1 Definition

3.1.1 The lowest paid staff at Maldon District Council are those in Pay Band A 
(£14,027 to £15,403).  This definition has been chosen as reflecting the reality 
of the pay line.  The posts in Band A were placed there as a result of the 
Council’s Job Evaluation scheme.

3.2 Pay Policy in respect of lowest paid staff

3.2.1 No special considerations apply to the lowest paid staff.  They are subject to 
identical terms and conditions, procedures and policies as all other staff.  In 
some cases these policies give slightly different benefits to different levels of 
staff.  For example the lowest five pay bands (A to E) an enhanced pay rates 
for overtime is paid.  No enhancement above grade E is paid.  In contrast the 
basic amount of annual leave increases with pay. Overtime is only paid in 
exceptional circumstances to staff.

All employees paid at spinal column point 1 through to 7of the pay spine are 
paid at a living wage rate of £8.75 per hour or £16,881 (full time equivalent 
earnings) per annum for a standard 37 hour, 52 week a year contract. The 
rate is paid by way of a supplement to basic pay.

The Council employs Apprentices who are not included within the definition of 
‘lowest paid employees’ and are not subject to the living wage rate.
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APPENDIX 2

Treasury Management Strategy Statement and Annual Investment 
Strategy 2018 / 19

1. INTRODUCTION

1.1 The Council has adopted the Chartered Institute of Public Finance and 
Accountancy’s Treasury Management in the Public Services: Code of Practice 
(the CIPFA Code) which requires the Council to approve a treasury 
management strategy before the start of each financial year.  CIPFA 
consulted on changes to the Code in 2017, but has yet to publish a revised 
Code.

1.2 In addition, the Department for Communities and Local Government (DCLG) 
issued revised Guidance on Local Authority Investments in March 2010 that 
requires local authorities to approve an investment strategy before the start 
of each financial year.

1.3 This Treasury Management Strategy Statement (TMSS) fulfils the Council’s 
legal obligation under the Local Government Act 2003 to have regard to 
both the CIPFA Code and the DCLG Guidance.

1.4 The Council has invested substantial sums of money and is therefore 
exposed to financial risks including the loss of invested funds and the 
revenue effect of changing interest rates.  The successful identification, 
monitoring and control of risk are therefore central to the Council’s treasury 
management strategy. 

1.5 Revised strategy: In accordance with the CLG Guidance, the Council will be 
asked to approve a revised Treasury Management Strategy Statement should 
the assumptions on which this report is based change significantly.  Such 
circumstances would include, for example, a large unexpected change in 
interest rates, in the Authority’s capital programme or in the level of its 
investment balance.

2. EXTERNAL CONTEXT

2.1 Economic background 

2.1.1 The major external influence on the Council’s treasury management 
strategy for 2018 / 19 will be the UK’s progress in negotiating its exit from 
the European Union and agreeing future trading arrangements.  The 
domestic economy has remained relatively robust since the surprise 
outcome of the 2016 referendum, but there are indications that uncertainty 
over the future is now weighing on growth.  Transitional arrangements may 
prevent a cliff-edge, but will also extend the period of uncertainty for 
several years.  Economic growth is therefore forecast to remain sluggish 
throughout 2018 / 19.

2.1.2 Consumer price inflation reached 3.0% in September 2017 as the post-
referendum devaluation of sterling continued to feed through to imports.  
Unemployment continued to fall and the Bank of England’s Monetary Policy 
Committee judged that the extent of spare capacity in the economy seemed 
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limited and the pace at which the economy can grow without generating 
inflationary pressure had fallen over recent years.  With its inflation-control 
mandate in mind, the Bank of England’s Monetary Policy Committee raised 
official interest rates to 0.5% in November 2017. 

2.1.3 In contrast, the US economy is performing well and the Federal Reserve is 
raising interest rates in regular steps to remove some of the emergency 
monetary stimulus it has provided for the past decade.  The European 
Central Bank is yet to raise rates, but has started to taper its quantitative 
easing programme, signalling some confidence in the Eurozone economy.

2.2 Credit outlook 

2.2.1 High profile bank failures in Italy and Portugal have reinforced concerns 
over the health of the European banking sector.  Sluggish economies and 
fines for pre-crisis behaviour continue to weigh on bank profits, and any 
future economic slowdown will exacerbate concerns in this regard.

2.2.2 Bail-in legislation, which ensures that large investors including local 
authorities will rescue failing banks instead of taxpayers in the future, has 
now been fully implemented in the European Union, Switzerland and USA, 
while Australia and Canada are progressing with their own plans. In 
addition, the largest UK banks will ringfence their retail banking functions 
into separate legal entities during 2018.  There remains some uncertainty 
over how these changes will impact upon the credit strength of the residual 
legal entities.

2.2.3 The credit risk associated with making unsecured bank deposits has 
therefore increased relative to the risk of other investment options 
available to the Authority; returns from cash deposits however remain very 
low.

2.3 Interest rate forecast 

2.3.1 The Councils treasury adviser Arlingclose’s central case is for UK Bank Rate 
to remain at 0.50% during 2018 / 19, following the rise from the historic low 
of 0.25%.  The Monetary Policy Committee re-emphasised that any 
prospective increases in Bank Rate would be expected to be at a gradual 
pace and to a limited extent.

2.3.2 Future expectations for higher short term interest rates are subdued and on-
going decisions remain data dependant and negotiations on exiting the EU 
cast a shadow over monetary policy decisions.  The risks to Arlingclose’s 
forecast are broadly balanced on both sides.  The Arlingclose central case is 
for gilt yields to remain broadly stable across the medium term. Upward 
movement will be limited, although the UK government’s seemingly 
deteriorating fiscal stance is an upside risk.

2.3.3 A more detailed economic and interest rate forecast provided by Arlingclose 
is attached at Appendix A.
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2.3.4 For the purpose of setting the budget, it has been assumed that an average 

return of 1.6% will be achieved on investments.

3. LOCAL CONTEXT

3.1 As at 6 December 2017 the Council has no borrowing and £21m of 
investments. This is set out in further detail at Appendix B.  

3.2 Investments are forecast to fall to £13m as capital receipts are used to 
finance capital expenditure and reserves are used to finance the revenue 
budget.

3.3 CIPFA’s Prudential Code for Capital Finance in Local Authorities 
recommends that the Council’s total debt should be lower than its highest 
forecast CFR over the next three years.  The Council expects to comply with 
this recommendation during 2018 / 19 as there is currently no borrowing.

4. BORROWING STRATEGY

4.1 The Council is currently debt free and its capital expenditure plans do not 
currently imply any need to borrow over the forecast period. The Council 
may however borrow to pre-fund future years’ requirements or capital 
expenditure that occurs in the year supporting the Authorities Commercial 
Strategy, providing this does not exceed the authorised limit for borrowing 
of £10 million.

4.2 Objectives

4.2.1 Should the Council’s long-term plans change and it does borrow, the chief 
objective will be to strike an appropriately low risk balance between 
securing low interest costs and achieving cost certainty over the period for 
which funds are required.  The flexibility to renegotiate loans will be a 
secondary objective.

4.3 Strategy

4.3.1 Given the significant cuts to public expenditure and in particular to local 
government funding, the Council’s borrowing strategy will address the key 
issue of affordability without compromising the longer-term stability of the 
debt portfolio.  With short-term interest rates currently much lower than 
long-term rates, it is likely to be more cost effective in the short-term to 
either use internal resources, or to borrow short-term loans instead.  The 
Council’s advisor Arlingclose will assist the Council with its borrowing 
options. 

4.3.2 In addition, the Council may borrow short-term loans (normally for up to 
one month) to cover unexpected cash flow shortages.

4.4 Sources

4.4.1 The approved sources of long-term and short-term borrowing are:

Page 1008



APPENDIX 2

 Public Works Loan Board (PWLB)and any successor body;
 Any institution approved for investments (see below);
 Any other bank or building society authorised to operate in the UK;
 UK public and private sector pension funds (except the Essex Pension 

Fund);
 Capital market bond investors;
 UK Municipal Bonds Agency plc and other special purpose companies 

created to enable local authority bond issues.

4.4.2 In addition, capital finance may be raised by the following methods that are 
not borrowing, but may be classed as other debt liabilities:
 Operating and finance leases;
 Hire purchase;
 Private Finance Initiative
 Sale and leaseback

4.4.3 The Council may consider sourcing its long-term borrowing from the PWLB 
but it will also investigate other sources of finance, such as local authority 
loans and bank loans, which may be available at more favourable rates. 

4.5 Borrowing Indicators

4.5.1 The Council is required to approve two prudential indicators for External 
Debt.  The Authorised Limit and Operational Limit for borrowing.  

4.5.2 The Authorised limit is the maximum amount of borrowing that the Council 
is allowed to reach and should not be breached.  This includes a head room 
over the Operational limit to allow for cashflow issues, and unexpected 
breaches in the operational limit.

4.5.3 The Operational limit is the probable amount of borrowing that is required 
and should reflect that that is required and affordable on an ongoing basis 
to the Council.  This will always be lower than the authorised limit.

2018 / 19 2019 / 20
Authorised Borrowing Limit £10m £10m
Operational Borrowing Limit £7m £7m

4.6 Municipal Bond Agency

4.6.1 UK Municipal Bonds Agency plc was established in 2014 by the Local 
Government Association as an alternative to the PWLB.  It plans to issue 
bonds on the capital markets and lend the proceeds to local authorities.  
This will be a more complicated source of finance than the PWLB for two 
reasons: borrowing authorities will be required to provide bond investors 
with a joint and several guarantee to refund their investment in the event 
that the agency is unable to for any reason; and there will be a lead time of 
several months between committing to borrow and knowing the interest 
rate payable. Any decision to borrow from the Agency will therefore be the 
subject of a separate report to the Council.  
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4.7 Short-term and Variable Rate loans

4.7.1 These loans leave the Council exposed to the risk of short-term interest rate 
rises and are therefore subject to the limit on the net exposure to variable 
interest rates in the treasury management indicators below.

5. INVESTMENT STRATEGY

5.1 The Council holds invested funds, representing income received in advance 
of expenditure plus balances and reserves held.  During the current financial 
year, the Council’s investment balance has averaged £15 million and similar 
levels are expected to be maintained in the forthcoming year 

5.2 Objectives

5.2.1 Both the CIPFA Code and the CLG Guidance require the Council to invest its 
funds prudently, and to have regard to the security and liquidity of its 
investments before seeking the highest rate of return, or yield.  The 
Council’s objective when investing money is to strike an appropriate 
balance between risk and return, minimising the risk of incurring losses from 
defaults and the risk receiving unsuitably low investment income.

5.2.2 With increased budgetary pressures, an element of the Council’s available 
funds are to be available to invest in medium term, moderate risk 
investments.   These will be determined as suitable following appropriate 
due diligence reviews by the S151 officer.

5.2.3 Negative interest rates: If the UK enters into a recession in 2018 / 19, there 
is a small chance that the Bank of England could set its Bank Rate at or 
below zero, which is likely to feed through to negative interest rates on all 
low risk, short-term investment options.  This situation already exists in 
many other European countries. In this event, security will be measured as 
receiving the contractually agreed amount at maturity, even though this 
may be less than the amount originally invested.

5.3 Strategy

5.3.1 Given the increasing risk and very low returns from short-term unsecured 
bank investments, the Council will look to further diversify into higher 
yielding asset classes during 2018/19.  This is especially the case for the 
funds available for longer term investment. The majority of the Councils 
surplus cash remains invested in short-term unsecured bank deposits, 
certificates of deposit and money market funds.  This diversification will 
represent a continuation of the new strategy adopted in 2017.

5.4 Approved Counterparties

The Council may invest its surplus funds with any of the counterparty types 
in table 1 below, subject to the cash limits (per counterparty) and the time 
limits shown. 
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Table 1: Approved Investment Counterparties and Limits

Credit Rating Banks 
Unsecured

Banks 
secured Government Corporates Registered 

Providers

UK Govt n/a n/a £ Unlimited
50 years n/a n/a

AAA £2m
5 years

£2m
20 years

£2m
50 years

£1m
20 years

£1m
20 years

AA+ £2m
5 years

£2m
10 years

£2m
25 years

£1m
10 years

£1m
10 years

AA £2m
4 years

£2m
5 years

£2m
15 years

£1m
5 years

£1m
10 years

AA- £2m
3 years

£2m
4 years

£2m
10 years

£1m
4 years

£1m
10 years

A+ £2m
2 years

£2m
3 years

£1m
5 years

£1m
3 years

£1m
5 years

A £2m
13 months

£2m
2 years

£1m
5 years

£1m
2 years

£1m
5 years

A- £2m
6 months

£2m
13 months

£1m
5 years

£1m
13 months

£1m
5 years

None £1m
6 months n/a £1m

25 years £2m £1m
5 years

Money Market & 
other Pooled 

funds
£5m per fund

This table must be read in conjunction with the notes below

5.4.1 Credit Rating: Investment limits are set by reference to the lowest 
published long-term credit rating from Fitch, Moody’s or Standard & Poor’s.  
Where available, the credit rating relevant to the specific investment or 
class of investment is used, otherwise the counterparty credit rating is used. 
However, investment decisions are never made solely based on credit 
ratings, and all other relevant factors including external advice will be 
taken into account.

5.4.2 Banks Unsecured: Accounts, deposits, certificates of deposit and senior 
unsecured bonds with banks and building societies, other than multilateral 
development banks.  These investments are subject to the risk of credit loss 
via a bail-in should the regulator determine that the bank is failing or likely 
to fail. See below for arrangements relating to operational bank accounts. 

5.4.3 Banks Secured: Covered bonds, reverse repurchase agreements and other 
collateralised arrangements with banks and building societies.  These 
investments are secured on the bank’s assets, which limits the potential 
losses in the unlikely event of insolvency, and means that they are exempt 
from bail-in.  Where there is no investment specific credit rating, but the 
collateral upon which the investment is secured has a credit rating, the 
highest of the collateral credit rating and the counterparty credit rating will 
be used to determine cash and time limits.  The combined secured and 
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unsecured investments in any one bank will not exceed the cash limit for 
secured investments.

5.4.4 Government: Loans, bonds and bills issued or guaranteed by national 
governments, regional and local authorities and multilateral development 
banks.  These investments are not subject to bail-in, and there is an 
insignificant risk of insolvency.  Investments with the UK Central 
Government may be made in unlimited amounts for up to 50 years.

5.4.5 Corporates: Loans, bonds and commercial paper issued by companies other 
than banks and registered providers.  These investments are not subject to 
bail-in, but are exposed to the risk of the company going insolvent.  Loans 
to unrated companies will only be made following suitable due diligence by 
the S151 officer.

5.4.6 Registered Providers: Loans and bonds issued by, guaranteed by or secured 
on the assets of Registered Providers of Social Housing, formerly known as 
Housing Associations.  These bodies are tightly regulated by the Homes and 
Communities Agency and, as providers of public services they retain a high 
likelihood of receiving government support if needed.  

5.4.7 Pooled Funds: Shares in diversified investment vehicles consisting of the any 
of the above investment types, plus equity shares and property.  These 
funds have the advantage of providing wide diversification of investment 
risks, coupled with the services of a professional fund manager in return for 
a fee.  Money Market Funds that offer same-day liquidity and aim for a 
constant net asset value will be used as an alternative to instant access 
bank accounts, while pooled funds whose value changes with market prices 
and/or have a notice period will be used for longer investment periods. 

5.4.8 Bond, equity and property funds offer enhanced returns over the longer 
term, but are more volatile in the short term.  These allow the Council to 
diversify into asset classes other than cash without the need to own and 
manage the underlying investments.  Because these funds have no defined 
maturity date, but are available for withdrawal after a notice period, their 
performance and continued suitability in meeting the Council’s investment 
objectives will be monitored regularly. 

5.4.9 Operational bank accounts: The Council may incur operational exposures, 
for example though current accounts, collection accounts and merchant 
acquiring services, to any UK bank with credit ratings no lower than BBB- 
and with assets greater than £25 billion.  These are not classed as 
investments, but are still subject to the risk of a bank bail-in, and balances 
will therefore be kept below £2m per bank.  The Bank of England has stated 
that in the event of failure, banks with assets greater than £25 billion are 
more likely to be bailed-in than made insolvent, increasing the chance of 
the Council maintaining operational continuity.

5.5 Risk Assessment and Credit Ratings

5.5.1 Credit ratings are obtained and monitored by the Council’s treasury 
advisers, who will notify changes in ratings as they occur.  Where an entity 
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has its credit rating downgraded so that it fails to meet the approved 
investment criteria then:
 No new investments will be made,
 Any existing investments that can be recalled or sold at no cost will be, 
 Full consideration will be given to the recall or sale of all other 

existing investments with the affected counterparty.

5.5.2 Where a credit rating agency announces that a credit rating is on review for 
possible downgrade (also known as “rating watch negative” or “credit watch 
negative”) so that it may fall below the approved rating criteria, then only 
investments that can be withdrawn on the next working day will be made 
with that organisation until the outcome of the review is announced.  This 
policy will not apply to negative outlooks, which indicate a long-term 
direction of travel rather than an imminent change of rating.

5.6 Other Information on the Security of Investments

5.6.1 The Council understands that credit ratings are good, but not perfect, 
predictors of investment default.  Full regard will therefore be given to 
other available information on the credit quality of the organisations in 
which it invests, including credit default swap prices, financial statements, 
information on potential government support and reports in the quality 
financial press.  No investments will be made with an organisation if there 
are substantive doubts about its credit quality, even though it may meet the 
credit rating criteria.

5.6.2 When deteriorating financial market conditions affect the creditworthiness 
of all organisations, as happened in 2008 and 2011, this is not generally 
reflected in credit ratings, but can be seen in other market measures.  In 
these circumstances, the Council will restrict its investments to those 
organisations of higher credit quality and reduce the maximum duration of 
its investments to maintain the required level of security.  The extent of 
these restrictions will be in line with prevailing financial market conditions. 
If these restrictions mean that insufficient commercial organisations of high 
credit quality are available to invest the Council’s cash balances, then the 
surplus will be deposited with the UK Government, via the Debt 
Management Office or invested in government treasury bills for example, or 
with other local authorities.  This will cause a reduction in the level of 
investment income earned, but will protect the principal sum invested.

5.7 Specified Investments

5.7.1 The CLG Guidance defines specified investments as those:
 Denominated in pound sterling,
 Due to be repaid within 12 months of arrangement,
 Not defined as capital expenditure by legislation, and
 Invested with one of:

 The UK Government
 A UK local council, parish council or community council, or
 A body or investment scheme of “high credit quality”.
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5.7.2 The Council defines “high credit quality” organisations and securities as 

those having a credit rating of A- or higher that are domiciled in the UK or a 
foreign country with a sovereign rating of AA+ or higher. For money market 
funds and other pooled funds “high credit quality” is defined as those having 
a credit rating of A- or higher.

5.8 Non-specified Investments

5.8.1 Any investment not meeting the definition of a specified investment is 
classed as non-specified.  The Council does not intend to make any 
investments denominated in foreign currencies, nor any that are defined as 
capital expenditure by legislation, such as company shares.  Non-specified 
investments will therefore be limited to long-term investments, i.e. those 
that are due to mature 12 months or longer from the date of arrangement, 
and investments with bodies and schemes not meeting the definition on high 
credit quality.  Limits on non-specified investments are shown in table 2 
below.

Table 2: Non-Specified Investment Limits
Cash limit

Total long-term investments (i.e. over 364 days) £7.5m
Total investments without credit ratings or rated below A- £7.5m *

Total investments with institutions domiciled in foreign 
countries rated below AA+ £0m

Total non-specified investments £12.5m
* To accommodate loans to unrated corporate funds and pooled funds which are 
not credit rated (e.g. strategic bond funds, equity income funds and property 
funds) but in which the underlying investments are very highly diversified.

5.9 Investment Limits

5.9.1 The Council’s usable reserves available to cover investment losses are 
forecast to be £4.5 million on 31 March 2018.  In order that no more than 
50% of available reserves will be put at risk in the case of a single default, 
the maximum that will be lent to any one organisation (other than the UK 
Government) will be £2million.  A group of banks under the same ownership 
will be treated as a single organisation for limit purposes.  Limits will also 
be placed on fund managers, investments in brokers’ nominee accounts, 
foreign countries and industry sectors as below:

Table 3: Investment Limits
Cash limit

Any single organisation, except the UK Central Government £2m each
UK Central Government unlimited
Any group of organisations under the same ownership £2m per group
Any group of pooled funds under the same management £5m per manager
Negotiable instruments held in a broker’s nominee account £10m per broker
Registered Providers £2m in total
Unsecured investments with Building Societies £5m in total
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Cash limit
Loans to unrated corporates £2m in total
Money Market Funds £12m in total

5.10 Liquidity Management

5.10.1 The Council uses in house cash flow forecasting methods to determine the 
maximum period for which funds may prudently be committed.  The 
forecast is compiled on a pessimistic basis, with receipts under-estimated 
and payments over-estimated to minimise the risk of the Council being 
forced to borrow on unfavourable terms to meet its financial commitments. 
Limits on long-term investments are set by reference to the Council’s 
medium term financial plan and cash flow forecast.

5.11 Non-Treasury Investments

5.11.1 Although not classed as treasury management activities and therefore not 
covered by the CIPFA Code or the CLG Guidance, the Council may also 
purchase property for investment purposes and may also make loans and 
investments for service purposes, for example in shared ownership housing, 
as loans to local businesses and landlords, or as equity investments and 
loans to the Council’s subsidiaries.

5.11.2 Such loans and investments will be subject to the Council’s normal approval 
processes for revenue and capital expenditure and need not comply with 
this treasury management strategy.

6. TREASURY MANAGEMENT INDICATORS

6.1 The Council measures and manages its exposures to treasury management 
risks using the following indicators.

6.2 Security: The Council has adopted a voluntary measure of its exposure to 
credit risk by monitoring the value-weighted average credit score of its 
investment portfolio.  This is calculated by applying a score to each 
investment (AAA=1, AA+=2, etc.) and taking the arithmetic average, 
weighted by the size of each investment.

Target
Portfolio average credit score 6

6.3 Liquidity: The Council has adopted a voluntary measure of its exposure to 
liquidity risk by monitoring the amount of cash available to meet 
unexpected payments within a rolling three month period, without 
additional borrowing.

Target
Total cash available within 3 months £5m
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6.4 Interest Rate Exposures: This indicator is set to control the Council’s 
exposure to interest rate risk.  While the council has no debt this indicator 
is not applicable:

2017/18 2018/19 2019/20
Upper limit on fixed interest rate 
exposure 100% 100% 100%

Upper limit on variable interest rate 
exposure 100% 100% 100%

6.4.1 Fixed rate investments and borrowings are those where the rate of interest 
is fixed for the whole financial year or for a 12 month period if the 
transaction date is later than the commencement of the financial year.  All 
other instruments are classed as variable rate.  

6.5 Maturity Structure of Borrowing: This indicator is set to control the Council’s 
exposure to refinancing risk. The upper and lower limits on the maturity 
structure of fixed rate borrowing will be:

Upper Lower
Under 12 months 100% 0%
12 months and within 24 months 100% 0%
24 months and within 5 years 100% 0%
5 years and within 10 years 100% 0%
10 years and above 100% 0%

6.5.1 As the Council does not have any fixed rate long-dated loans, the upper 
limit has been set at 100% to accommodate a loan in the maturity bracket 
deemed most appropriate. 

6.5.2 Time periods start on the first day of each financial year.  The maturity date 
of borrowing is the earliest date on which the lender can demand 
repayment.

6.6 Principal Sums Invested for Periods Longer than 364 days: The purpose of 
this indicator is to control the Council’s exposure to the risk of incurring 
losses by seeking early repayment of its investments.  The limits on the total 
principal sum invested to final maturities beyond the period end will be:

2018/19 2019/20 2020/21
Limit on principal invested beyond year 
end £8m £7.5m £7.5m
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7. PRUDENTIAL INDICATORS AND MRP STATEMENT

See APPENDIX 3 

8. OTHER ITEMS

8.1 There are a number of additional items that the Council is obliged by CIPFA 
or CLG to include in its Treasury Management Strategy.

8.2 Policy on Use of Financial Derivatives: The Council will not use standalone 
financial derivatives (such as swaps, forwards, futures and options). 

8.3 Investment Training: The needs of the Council’s treasury management staff 
for training in investment management as part of the staff appraisal 
process, and additionally when the responsibilities of individual members of 
staff change.  Staff regularly attend training courses, seminars and 
conferences provided by Arlingclose and CIPFA. 

8.4 Investment Advisers: The Council has appointed Arlingclose Limited as 
treasury management advisers and receives specific advice on investment, 
debt and capital finance issues. 

8.5 Investment of Money Borrowed in Advance of Need: The Council may, from 
time to time, borrow in advance of need, where this is expected to provide 
the best long term value for money.  Since amounts borrowed will be 
invested until spent, the Council is aware that it will be exposed to the risk 
of loss of the borrowed sums, and the risk that investment and borrowing 
interest rates may change in the intervening period.  These risks will be 
managed as part of the Council’s overall management of its treasury risks.

8.6 The total amount borrowed will not exceed the authorised borrowing limit 
of £10 million.  The maximum period between borrowing and expenditure is 
expected to be two years, although the Council is not required to link 
particular loans with particular items of expenditure.

9. FINANCIAL IMPLICATIONS

9.1 The budget for investment income in 2018 / 19 is £228,000 based on an 
average investment portfolio of £14 million at an interest rate of 1.6%.  The 
budget for debt interest paid in 2018/19 is currently nil as the Council does 
not have external loans.  If actual levels of investments and borrowing, and 
actual interest rates differ from those forecast, performance against budget 
will be correspondingly different.
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10. OTHER OPTIONS CONSIDERED

10.1 The CLG Guidance and the CIPFA Code do not prescribe any particular 
treasury management strategy for local authorities to adopt. Some 
alternative strategies, with their financial and risk management 
implications, are listed below.

Alternative Impact on income and 
expenditure

Impact on risk 
management

Invest in a narrower range 
of counterparties and/or 
for shorter times

Interest income will be 
lower

Lower chance of losses 
from credit related 
defaults, but any such 
losses will be greater

Invest in a wider range of 
counterparties and/or for 
longer times

Interest income will be 
higher

Increased risk of losses 
from credit related 
defaults, but any such 
losses will be smaller

Borrow additional sums at 
long-term fixed interest 
rates

Debt interest costs will 
rise; this is unlikely to be 
offset by higher 
investment income

Higher investment 
balance leading to a 
higher impact in the 
event of a default; 
however long-term 
interest costs will be 
more certain

Borrow short-term or 
variable loans instead of 
long-term fixed rates

Debt interest costs will 
initially be lower

Increases in debt interest 
costs will be broadly 
offset by rising 
investment income in the 
medium term, but long 
term costs will be less 
certain 

Reduce level of borrowing 
Saving on debt interest is 
likely to exceed lost 
investment income

Reduced investment 
balance leading to a lower 
impact in the event of a 
default; however long-
term interest costs will be 
less certain

Appendix A 

Arlingclose Economic & Interest Rate Forecast November 2017 

Underlying assumptions: 
 In a 7-2 vote, the MPC increased Bank Rate in line with market expectations 

to 0.5%. Dovish accompanying rhetoric prompted investors to lower the 
expected future path for interest rates. The minutes re-emphasised that any 
prospective increases in Bank Rate would be expected to be at a gradual 
pace and to a limited extent.
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 Further potential movement in Bank Rate is reliant on economic data and 
the likely outcome of the EU negotiations. Policymakers have downwardly 
assessed the supply capacity of the UK economy, suggesting inflationary 
growth is more likely. However, the MPC will be wary of raising rates much 
further amid low business and household confidence.

 The UK economy faces a challenging outlook as the minority government 
continues to negotiate the country's exit from the European Union. While 
recent economic data has improved, it has done so from a low base: UK Q3 
2017 GDP growth was 0.4%, after a 0.3% expansion in Q2.

 Household consumption growth, the driver of recent UK GDP growth, has 
softened following a contraction in real wages, despite both saving rates and 
consumer credit volumes indicating that some households continue to spend 
in the absence of wage growth. Policymakers have expressed concern about 
the continued expansion of consumer credit; any action taken will further 
dampen household spending.

 Some data has held up better than expected, with unemployment continuing 
to decline and house prices remaining relatively resilient. However, both of 
these factors can also be seen in a negative light, displaying the structural 
lack of investment in the UK economy post financial crisis. Weaker long 
term growth may prompt deterioration in the UK’s fiscal position.

 The depreciation in sterling may assist the economy to rebalance away from 
spending. Export volumes will increase, helped by a stronger Eurozone 
economic expansion.

 Near-term global growth prospects have continued to improve and broaden, 
and expectations of inflation are subdued. Central banks are moving to 
reduce the level of monetary stimulus.

 Geo-political risks remains elevated and helps to anchor safe-haven flows 
into the UK government bond (gilt) market. 

Forecast: 
• The MPC has increased Bank Rate, largely to meet expectations they 

themselves created. Future expectations for higher short term interest rates 
are subdued. On-going decisions remain data dependant and negotiations on 
exiting the EU cast a shadow over monetary policy decisions.

• Our central case for Bank Rate is 0.5% over the medium term. The risks to 
the forecast are broadly balanced on both sides.

• The Arlingclose central case is for gilt yields to remain broadly stable across 
the medium term. Upward movement will be limited, although the UK 
government’s seemingly deteriorating fiscal stance is an upside risk.
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Dec-17 Mar-18 Jun-18 Sep-18 Dec-18 Mar-19 Jun-19 Sep-19 Dec-19 Mar-20 Jun-20 Sep-20 Dec-20 Average

Official Bank Rate
Upside risk 0.00 0.00 0.00 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.19
Arlingclose Central Case 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50
Downside risk 0.00 0.00 0.00 0.00 0.00 -0.25 -0.25 -0.25 -0.25 -0.25 -0.25 -0.25 -0.25 -0.15

3-month LIBID rate
Upside risk 0.10 0.10 0.10 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.22
Arlingclose Central Case 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50 0.50
Downside risk -0.10 -0.10 -0.15 -0.15 -0.15 -0.25 -0.25 -0.25 -0.25 -0.25 -0.25 -0.25 -0.25 -0.20

1-yr LIBID rate
Upside risk 0.15 0.15 0.20 0.30 0.30 0.30 0.30 0.30 0.30 0.30 0.30 0.30 0.30 0.27
Arlingclose Central Case 0.70 0.70 0.70 0.70 0.80 0.80 0.80 0.80 0.80 0.80 0.80 0.80 0.80 0.77
Downside risk -0.15 -0.20 -0.30 -0.30 -0.30 -0.30 -0.30 -0.30 -0.30 -0.30 -0.30 -0.15 -0.15 -0.26

5-yr gilt yield
Upside risk 0.20 0.25 0.25 0.25 0.30 0.35 0.35 0.35 0.35 0.35 0.35 0.35 0.40 0.32
Arlingclose Central Case 0.75 0.75 0.80 0.80 0.80 0.85 0.90 0.90 0.95 0.95 1.00 1.05 1.10 0.89
Downside risk -0.20 -0.20 -0.25 -0.25 -0.25 -0.35 -0.40 -0.40 -0.40 -0.40 -0.40 -0.40 -0.40 -0.33

10-yr gilt yield
Upside risk 0.20 0.25 0.25 0.25 0.30 0.35 0.35 0.35 0.35 0.35 0.35 0.35 0.40 0.32
Arlingclose Central Case 1.25 1.25 1.25 1.25 1.25 1.30 1.30 1.35 1.40 1.45 1.50 1.55 1.55 1.36
Downside risk -0.20 -0.25 -0.25 -0.25 -0.25 -0.30 -0.35 -0.40 -0.40 -0.40 -0.40 -0.40 -0.40 -0.33

20-yr gilt yield
Upside risk 0.20 0.25 0.25 0.25 0.30 0.35 0.35 0.35 0.35 0.35 0.35 0.35 0.40 0.32
Arlingclose Central Case 1.85 1.85 1.85 1.85 1.85 1.90 1.90 1.95 1.95 2.00 2.05 2.05 2.05 1.93
Downside risk -0.20 -0.30 -0.25 -0.25 -0.30 -0.35 -0.40 -0.45 -0.50 -0.50 -0.50 -0.50 -0.50 -0.38

50-yr gilt yield
Upside risk 0.20 0.25 0.25 0.25 0.30 0.35 0.35 0.35 0.35 0.35 0.35 0.35 0.40 0.32
Arlingclose Central Case 1.70 1.70 1.70 1.70 1.70 1.75 1.80 1.85 1.90 1.95 1.95 1.95 1.95 1.82
Downside risk -0.30 -0.30 -0.25 -0.25 -0.30 -0.35 -0.40 -0.45 -0.50 -0.50 -0.50 -0.50 -0.50 -0.39
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Appendix B 

Existing Investment & Debt Portfolio Position

6 Dec 2017

Actual Portfolio

£m

Average Rate

%

 Total External Borrowing 0 0

Other Long Term Liabilities:

Finance Leases 0.0

Total Gross External Debt

Investments:

Managed in-house

 Long Term Investments

LAMIT Property Fund

Investec Diversified Income 
Fund 

Short-term investments

Term Deposits 

Certificates of Deposit 

Money Market Funds 

Notice Reserve Accounts

3

2

4

1

9

2

4.5

4.5

0.37

0.47

0.46

0.4

Total Investments (21)

Net Debt (21)
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TREASURY MANAGEMENT PRACTICES
PRINCIPLES AND SCHEDULES

1. INTRODUCTION:

The CIPFA Code of Practice on Treasury Management in the Public Services (the Code) was last revised in 
November 2011. The Code requires the setting out of the responsibilities and duties of members and 
officers, allowing a framework for reporting and decision making on all aspects of treasury management. 
This Council had adopted the original Code and has similarly adopted the revised 2011 Code. The Code 
recommends the creation and maintenance of: 

 A Treasury Management Policy Statement, stating the policies and objectives of its treasury 
management activities,

 Suitable Treasury Management Practices setting out the manner in which the organisation will 
seek to achieve those policies and objectives and prescribing how it will manage and control those 
activities.

The Treasury Management Practices (TMPs) comprise:

TMP 1: Risk management

TMP 2: Performance measurement

TMP 3: Decision-making and analysis

TMP 4: Approved instruments, methods and techniques

TMP 5: Organisation, clarity and segregation of responsibilities and dealing arrangements

TMP 6: Reporting requirements and management information arrangements

TMP 7: Budgeting, accounting and audit arrangements

TMP 8: Cash and cash flow management

TMP 9: Money laundering

TMP 10: Training and qualifications

TMP 11: Use of external service providers

TMP 12: Corporate governance

Schedules supporting these practices and other documents held at an operational level specify the systems 
and routines to be employed and the records to be maintained in fulfilling the Council’s treasury 
functions.
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TMP 1: RISK MANAGEMENT

All treasury management activities involve both risk and the pursuit of reward or gain for the Council.  The 
council’s policies and practices emphasise that the effective identification, management and containment 
of risk are the prime objectives of treasury management activities.   

The Director of Resources will design, implement and monitor all arrangements for the identification, 
management and control of treasury management risk, will report at least annually on the 
adequacy/suitability thereof, and will report, as a matter of urgency, the circumstances of any actual or 
likely difficulty in achieving the organisation’s objectives in this respect, all in accordance with the 
procedures set out in TMP6 Reporting requirements and management information arrangements. In 
respect of each of the following risks, the arrangements which seek to ensure compliance with these 
objectives are set out as schedules below.  

1) Credit and Counterparty Risk Management: the risk of  failure by a counterparty to meet its 
contractual obligations to the Council under an investment, borrowing, capital, project or 
partnership financing, particularly as a result of the counterparty’s diminished creditworthiness, 
and the resulting detrimental effect on the Council’s capital or current (revenue) resources. 

Principle: The Council regards a key objective of its treasury management activities to be the security of 
the principal sums it invests.  Accordingly, it will ensure that its counterparty lists and limits reflect a 
prudent attitude towards organisations with whom funds may be deposited, and will limit its investment 
activities to the instruments, methods and techniques referred to in TMP4 Approved instruments, methods 
and techniques, and listed in the schedule.  It also recognises the need to have, and will therefore 
maintain, a formal counterparty policy in respect of those organisations from which it may borrow, or 
with whom it may enter into other financing arrangements.

Schedule: 
Criteria to be used for 
creating/managing 
approved counterparty 
lists/limits

The Director of Resources is responsible for setting a prudent criteria and the 
Council’s treasury advisors will also provide guidance and assistance in setting the 
criteria.  

The criteria will be agreed by Finance and Corporate Services Committee.  

The Council’s treasury management advisors will advise on credit policy and 
creditworthiness related issues.  The Council will maintain a counterparty list 
based on its criteria and will monitor and update the credit standing of the 
institutions on a regular basis.  This assessment will include consideration of 
credit ratings from all 3 ratings agencies and other alternative assessments of 
credit strength (for example, statements of potential government support which 
now includes resolution mechanisms for failing financial institutions, CDS 
information, the composition of an institution’s balance sheet liabilities). The 
Council will also take into account information on corporate developments of and 
market sentiment towards investment counterparties.

The credit rating criteria will also apply to securities issued by financial and non-
financial institutions, which in some instances, might be higher than that of the 
issuing institution. 

Higher time and cash limits may be set for secured investments (e.g. those with 
underlying collateral or which are by regulation excluded from being bailed-
in/restructured in the event of financial distress.) 

- Where there is no investment-specific rating, but collateral upon which the 
investment secured is rated, then the higher of the collateral and 
counterparty rating will be used to determine time and cash limits.
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Approved methodology 
for changing limits and 
adding/removing 
counterparties

Risk management :
(a) creditworthiness 
deteriorates below the 
minimum criteria

(b) ratings are 
placed on review for 
downgrade

The Director of Resources has delegated responsibility to add or delete 
counterparties and to review limits within the parameters of the criteria detailed 
above.

Where an entity’s credit rating is downgraded so that it fails to meet the 
minimum criteria, then
- No new investments will be made,
- Any existing investments that can be recalled or sold at no cost will be, and
- Full consideration will be given to the recall or sale of other existing 

investments with the affected counterparty.

Where a credit rating is placed on review for possible downgrade (also termed 
‘rating watch negative’ or ‘credit watch negative’) so that it may fall below the 
minimum approved credit criteria, then only investments that can be withdrawn 
on [the next working day] will be made with that organisation until the rating 
review has been completed and its outcome known. 

The policy in (b) will not apply for ‘negative outlooks’ which indicate a long-term 
direction of travel rather than a possibility of an imminent downgrade.

Counterparty list and 
limits

A full individual listing of banking counterparties based on the criteria will be 
maintained. As credit ratings etc. are subject to change without notice, an up-to-
date lending list will be maintained on an ongoing basis.

It may be impractical to have a pre-determined list of non-financial 
counterparties in whose securities investments might be made.  The minimum 
credit rating criteria and whether the security is secured or unsecured will 
determine its selection for investment.

No investments will be made with an organisation if there are substantive doubts 
about its credit quality, even though it may meet the minimum credit rating 
criteria.

Details of credit rating 
agencies’ services and 
their application

The Council considers the ratings of all 3 ratings agencies (Standard & Poor’s, 
Moody’s and Fitch) when making investment decisions. Credit rating agency 
information is just one of a range of instruments used to assess creditworthiness 
of institutions.

Description of the 
general approach to 
collecting/using 
information other than 
credit ratings for 
counterparty risk 
assessment

The Council’s Treasury Advisor provides timely information on counterparties, in 
terms of credit rating updates and economic summaries. Credit default swap 
information is received monthly, as well as information on share price. 

The Council’s Treasury Advisor also undertakes analysis on the balance sheet 
structure of key banking institutions to help inform the potential restructure (i.e. 
bail-in) of a bank’s unsecured liabilities should this be required by the regulatory 
authorities. 

In addition, the Director of Resources reads quality financial press for information 
on counterparties.

2) Liquidity Risk Management: the risk that cash will not be available when it is needed, that 
ineffective management of liquidity creates additional unbudgeted costs, and that the Council’s 
business/service objectives will be thereby compromised.

Principle : The Director of Resources will ensure the Council has adequate though not excessive cash 
resources, borrowing arrangements, overdraft or standby facilities to enable it at all times to have the 
level of funds available to it which are necessary for the achievement of its business/service objectives.
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The Council will only borrow in advance of need where there is a clear business case for doing so and will 
only do so for the current capital programme or to finance future debt maturities.

Schedule: 

Cash flow and cash 
Balances

The Council will aim for effective cash flow forecasting and monitoring of cash 
balances and will maintain an annual cash flow forecast.

The Senior Accountant shall seek to optimise the balance held in the Council’s main 
bank accounts at the close of each working day in order to minimise the amount of 
bank overdraft interest payable or maximise the amount of interest that can be 
earned by investing surplus funds.

Short term
investments

The Council uses various Current and Call Accounts and Money Market Funds to 
manage its liquidity requirements. These Accounts/Funds are named on the 
Council’s approved counterparty list.  The maximum balance on each of these 
accounts is reviewed and set as part of the Council’s investment strategy. 

Temporary Borrowing Temporary borrowing up to 364 days through the money market is available should 
there be a cash flow deficit at any point during the year.  

At no time will the outstanding total of temporary and long-term borrowing 
together with any bank overdraft exceed the Prudential Indicator for the Authorised 
Borrowing Limit agreed by the Council before the start of each financial year.

Bank Overdraft and 
standby facilities

The Council has no authorised overdraft limit with its bankers.

3) Interest Rate Risk Management: The risk that fluctuations in the levels of interest rates create an 
unexpected or unbudgeted burden on the Council’s finances, against which the Council has failed 
to protect itself adequately.  

Principle: The Council will manage its exposure to fluctuations in interest rates with a view to containing 
its interest costs, or securing its interest revenues, in accordance with the amounts provided in its 
budgetary arrangements as amended in accordance with TMP6 Reporting requirements and management 
information arrangements.

Schedule: 

Minimum/ maximum 
proportions of 
fixed/variable rate 
debt/interest

Borrowing/investments may be at a fixed or variable rate.

The Prudential Code requires the Council to determine each year the maximum 
proportion of interest payable on net borrowing which is subject to fixed and variable 
interest rates.  This is set each year as part of the annual budget setting process. 

In setting its forward Treasury Strategy on an annual basis, the Council will determine 
the necessary degree of certainty required for its plans and budgets but will, at the 
same time, allow sufficient flexibility to enable it to benefit from potentially 
advantageous changes in market conditions and level of interest rates and also to 
mitigate the effects of potentially disadvantageous changes.

The Council will achieve this by the prudent use of its approved financing and 
investment instruments, methods and techniques, primarily to create stability and 
certainty of costs and revenues, but at the same time retaining a sufficient degree of 
flexibility. 

The Council may determine it is more cost effect in the short-term to fund its 
borrowing requirement through the use of internal resources (‘internal borrowing’) or 
through borrowing short-term loans.  The benefits of such borrowing will be 
monitored regularly against the potential for incurring additional costs by deferring 
borrowing or refinancing in future years when interest rates are expected to be 
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higher. 
Managing changes 
to interest rate 
levels

The main impact of changes in interest rate levels is to monies borrowed and invested 
at variable rates of interest.

Interest rate forecasts are provided by the Council’s treasury advisors and are closely 
monitored by the Finance Manager. Variations from original estimates and their 
impact on the Council’s debt and investments are notified to the Finance and 
Corporate Services Committee as necessary.

For its investments, the Council also considers dealing from forward periods 
dependent upon market conditions.  The Council’s counterparty term limits will apply 
and will include the forward period of the investment.

4) Exchange Rate Risk Management: The risk that fluctuations in foreign exchange rates create an 
unexpected or unbudgeted burden on the Council’s finances against which the Council has failed 
to protect itself adequately. 

Principle: The Council will manage any exposure to fluctuations in exchange rates so as to minimise any 
detrimental impact on its budgeted income/expenditure levels.

Schedule: 

Exchange rate risk 
management

This Council does not, on a day to day basis, have foreign currency transactions or 
receipts.  Unexpected receipt of foreign currency will be converted to sterling at the 
earliest opportunity. 

5) Refinancing Risk Management: The risk that maturing borrowings, capital, project or partnership 
financings cannot be refinanced on terms that reflect the provisions made by the organisation for 
those refinancings, both capital and current (revenue), and/or that the terms are inconsistent with 
prevailing market conditions at the time.

Principle: The Council  will ensure that its borrowing, private financing and partnership arrangements are 
negotiated, structured and documented, and the maturity profile of the monies so raised are managed, 
with a view to obtaining offer terms for renewal or refinancing, if required, which are competitive and as 
favourable to the organisation as can reasonably be achieved in the light of market conditions prevailing 
at the time.

It will actively manage its relationships with its counterparties in these transactions in such a manner as 
to secure this objective, and will avoid over reliance on any one source of funding if this might 
jeopardise achievement of the above.

Schedule: 

Projected capital 
investment 
requirements

4 year projections are in place for capital expenditure and its financing or 
funding.  Financing will be from capital receipts, reserves and any grants or 
contributions awarded, revenue resources or reserves. Funding will be from 
internal or external borrowing, as decided.

The Council’s projected long-term borrowing requirement will be linked to the 
projected Capital Financing Requirement.
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Debt profiling, policies 
and practices

Any longer term borrowing will be undertaken in accordance with the Prudential 
Code and will comply with the Council’s Prudential Indicators and the Annual 
Treasury Management Strategy. 

Where the lender to the Council is a commercial body the Council will aim for 
diversification in order to spread risk and avoid over-reliance on a small number 
of counterparties.

Policy concerning limits 
on revenue 
consequences of capital 
financings

The revenue consequences of financing the capital programme are included in 
cash flow models, annual revenue estimates and medium term forecasts.

6) Legal and Regulatory Risk Management: The risk that the Council itself, or an organisation with 
which it is dealing in its treasury management activities, fails to act in accordance with its legal 
powers or regulatory requirements, and that the Council suffers losses accordingly.

Principle: The Council will ensure that all of its treasury management activities comply with its statutory 
powers and regulatory requirements.  It will demonstrate such compliance, if required to do so, to all 
parties with whom it deals in such activities.  In framing its credit and counterparty policy under TMP1(1) 
Credit and counterparty risk management, it will ensure that there is evidence of counterparties’ powers, 
authority and compliance in respect of the transactions they may effect with the Council, particularly 
with regard to duty of care and fees charged.

The Council recognises that future legislative or regulatory changes may impact on its treasury 
management activities and, so far as it is reasonably able to do so, will seek to minimise the risk of these 
impacting adversely on the organisation.

Schedule: 
References to 
relevant statutes 
and regulations

The treasury management activities of the Council shall comply fully with legal 
statute and the regulations of the Council.  These are:

 CIPFA’s Treasury Management Code of Practice 2011 and subsequent 
amendments

 CIPFA Guide for Chief Financial Officers on Treasury Management in Local 
Authorities

 CIPFA Prudential Code for Capital Finance in Local Authorities and subsequent 
amendments

 CIPFA Standard of Professional Practice on Treasury Management
 The Local Government Act 2003
 The Local Authorities (Capital Finance and Accounting) (England ) Regulations 

2003 SI 2003 No 3146, and subsequent amendments
 Pensions, England and Wales - The Local Government Pension Scheme 

(Management and Investment of Funds) Regulations 2009 – SI 2009 No 3093
 The CLG’s statutory Guidance on Minimum Revenue Provision (MRP)  
 The ODPM’s (now CLG’s) Guidance on Local Government Investments in England 

issued March 2004 and subsequent amendments 
 The Local Authorities (Contracting out of Investment Functions) Order 1996 SI 

1996 No 1883
 LAAP Bulletins
 Code of Practice on Local Authority Accounting in the United Kingdom based on 

International Financial Reporting Standards (from 2010/11 onwards)
 Accounts and Audit Regulations 2015, as amended together with CLG’s Guidance 
 The Non Investment Products Code (formerly known as The London Code of 
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Conduct) for principals and broking firms in the wholesale markets
 Council’s Constitution including:-

o Standing Order relating to Contracts
o Financial Regulations
o Scheme of Delegation

Procedures for 
evidencing the 
organisation’s 
powers/ authorities 
to counterparties

The Council’s Financial Regulations contain evidence of the power/ authority to act as 
required by section 151 of the Local Government Act 1972, under the general 
direction of the Finance and Corporate Services Committee.

The Council will confirm, if requested to do so by counterparties, the powers and 
authorities under which the Council effects transactions with them.

Where required, the Council will also establish the powers of those with whom they 
enter into transactions, including any compliance requirements in respect of a duty of 
care and best practice. 

Required 
information from 
counterparties 
concerning their 
powers/ authorities

Lending shall only be made to institutions on the Council’s authorised lending list  or 
in securities which meet the Council’s approved credit criteria.   

The Council will only undertake borrowing from approved sources such as the PWLB 
(and its successor body), organisations such as the European Investment Bank and 
from commercial banks who are on the Council’s list of authorised institutions, 
thereby minimising legal and regulatory risk. The list of approved sources of 
borrowing are contained in TMP 4.

Statement on 
political risks and 
management of the 
same

Political risk is managed by:
 adoption of the CIPFA Treasury Management Code of Practice
 adherence to Corporate  Governance (TMP 12 – Corporate Governance)

7) Fraud, Error and Corruption, and Contingency Management: The risk that the Council fails to 
identify the circumstances in which it may be exposed to the risk of loss through fraud, error, 
corruption or other eventualities in its treasury management dealings, and fails to employ suitable 
systems and procedures and maintain effective contingency management arrangements to these 
ends. It includes the area of risk referred to as operational risk.

Principle: The Council will ensure that it has identified the circumstances which may expose it to the 
risk of loss through fraud, error, corruption or other eventualities in its treasury management dealings.  
Accordingly, it will employ suitable systems and procedures, and will maintain effective contingency 
management arrangements, to these ends.

Schedule: 

Details of systems 
and procedures to 
be followed, 
including Internet 
services

Segregation of duties minimises the possibility of fraud and loss due to error, and is 
detailed in TMP5 Organisation, clarity and segregation of responsibilities, and 
dealing arrangements.

1. Electronic Banking and Dealing
(a) Banking: The Council’s online banking service provided by Nat West is subject to 
separate log-on and password control allowing varying levels of access.   Details of 
transactions and balances are available as required, and the system also holds 
historic data.  Officers having access to the bank’s online system are as follows:
 Financial Services
 Audit 
 IT
Officer access is reviewed at least 6 monthly or as necessary.
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2. Standard Settlement Instructions (SSI) list : 

 Brokers and counterparties with whom the Council deals direct are 
provided a copy of the SSI’s.

 Named officers will have authority to borrow from the PWLB and invest 
with the Debt Management Agency Deposit Facility.

3. Payment Authorisation : 
 Payments can only be authorised by agreed signatories of the Council, 

the list of signatories having previously been agreed with the Council’s 
bank.

 Inflow and outflow of monies borrowed and invested will only be from 
the counterparty’s bank accounts.

Verification Loans and investments will be maintained on spreadsheets

Transactions will be cross-checked against broker notes, counterparty 
confirmations and PWLB loan schedules by verifying dates, amounts, interest rates, 
maturity, interest payment dates etc.

When receiving requests for change of payment details, due care will be exercised 
to ascertain the bona fide of the request and avoid potential fraud.  Additional 
checks will be made through pre-existing contact details for the payee (and not 
those on the notice received for change of payment details) before altering 
payment details.

Substantiation 1. The Treasury Management system balances are reconciled with financial ledger 
codes at the end of each month and at the financial year end. 

2. Working papers are retained for audit inspection. 

3. The bank reconciliation is carried out monthly from the bank statement to the 
financial ledger.

Internal Audit Internal Audit carry out an annual regulatory review of the treasury management 
function including probity testing. See TMP7 Budgeting, accounting and audit 
arrangements.

Contingency 
Management

1. All treasury spreadsheets are retained on the Council’s network. Daily back-ups 
are taken and maintained and network back-ups can be used by the IT services 
department to restore files, if necessary. 

2. Network backups are held off site in a secure location.

3. Temporary off-site working facility: The officers who can avail of this facility 
following an emergency are Finance Manager and Senior Accountant who will 
individually be made aware of the procedures to follow. 

4. Electronic Banking System Failure : Balance details will be obtained by phone 
from the Banks Corporate Service Team. Instructions for CHAPS (Clearing House 
Automated Payment System) payments will be made by FAX 

 5. The Business Continuity Plan is maintained by the Finance Manager. 
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Insurance Cover 
details

The Council has Crime cover.  Details of the provider and cover are held by the 
Senior Accountant 

8) Market Risk Management: This is the risk that, through adverse market fluctuations in the value of 
the principal sums the Council borrows and invests, its stated treasury management policies and 
objectives are compromised, against which effects it has failed to protect itself adequately.

Principle: This Council will seek to ensure that its stated treasury management policies and objectives 
will not be compromised by adverse market fluctuations in the value of the principal sums it invests, and 
will accordingly seek to protect itself from the effects of such fluctuations.

Schedule: 

Details of approved 
procedures and limits 
for controlling exposure 
to investments whose 
capital value may 
fluctuate (gilts, CDs 
etc.)

Investment instruments used by the external fund managers are subject to 
fluctuation in capital movements and exposed to interest rate risk.  In order to 
minimise these risks capital preservation is set as the primary objective and 
pursuit of investment performance should be commensurate with this objective.

Pooled funds with a Constant Net asset Value (CNAV) – The Council currently 
uses pooled funds as per its Treasury Management Strategy and on advice from 
its treasury advisors.

Additionally the following risk control guidelines are set for each fund as part of 
the fund management agreement to control market risk : 

(a) Maximum weighted average duration of the fund; 

(b) Maximum permitted exposure to gilts/bonds; 

(c) Maximum maturity of any instrument.

Accounting for 
unrealised gains/losses

The method of accounting for unrealised gains or losses on the valuation of 
financial assets comply with Accounting Code of Practice. 
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TMP 2: PERFORMANCE MEASUREMENT 

Principle: The Council is committed to the pursuit of value for money in its treasury management 
activities, and to the use of performance methodology in support of that aim, within the framework set 
out in its treasury management policy statement.

Accordingly, the treasury management function will be the subject of ongoing analysis of the value it 
adds in support of the Council’s stated business or service objectives.  It will be the subject of regular 
examination of alternative methods of service delivery, or the availability of fiscal or other grant or 
subsidy incentives, and of the scope for other potential improvements.  The performance of the treasury 
management function will be measured using the criteria set out below.

Schedule: 

Policy concerning 
methods for testing 
value for money 

Best value reviews will include the production of plans to review the way services are 
provided by 
 Challenging
 Comparing performance
 Consulting with other users and interested parties
 Applying competition principles

in order to pursue continuous improvement in the way the Council’s functions are 
exercised, having regard to a combination of value for money, efficiency and 
effectiveness.

Policy concerning 
methods for 
performance  
measurement

 Performance measurement at this Council is intended to calculate the 
effectiveness of treasury activity in delivering the strategic objectives set 
through the Treasury Management Strategy and the Council’s Prudential 
Indicators and to enhance accountability.  

 Prudential Indicators are local to the Council and are not intended as a 
comparator between authorities. 

 The performance review will be made in the light of general trends in interest 
rates during the year and how the decisions made corresponded with these trends 
and the Council’s agreed strategy, i.e. the Council will avoid hindsight analysis.  

Any comparison of the Council’s treasury portfolio against recognised industry 
standards, market indices and other portfolios is intended to:
(i) allow the Council the opportunity to assess the potential to add value through 

changes to the existing ways in which its portfolio is managed and 
(ii)permit an informed judgement about the merits or otherwise of using new 

treasury management techniques or instruments.

In drawing any conclusions the Council will bear in mind that the characteristics of 
its treasury operations may differ from those of other councils, particularly with 
regard to the position on risk.

Methodology to be 
applied for 
evaluating the 
impact of treasury 
management 
decisions 

Monitoring of the outcome of treasury management activity against Prudential 
Indicators approved by the Council will be carried out.

The year-end Annual Treasury Report will also include, as a matter of course, the 
outturn against the PIs set prior to the commencement of the financial year and any 
in-year amendments.

The Councils Treasury Management advisors compare the performance of the Councils 
in-house funds against all its other clients and submits the results quarterly.
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Methodology to be 
employed for 
measuring the 
performance of the 
Council’s treasury 
management 
activities

Treasury management activity is reported annually against strategy and prevailing 
economic and market conditions. The report will include

a) Total debt including average rate and maturity profile (where 
appropriate) 

b) The effect of new borrowing and/or maturities on the above 
c) The effect of any debt restructuring on the debt portfolio 
d) Total investments including average rate, credit and maturity profile 
e) The effect of new investments/redemptions/maturities on the above 
f) The rate of return on investments against their indices for internally 

and externally managed funds 
g) An analysis of any risks inherent within the investment portfolio (e.g. 

exposure to market movements in the value of CDs, gilts/bonds, 
callable deposits in their call period) 

h) A statement whether the treasury management activity resulted in a 
breach of the Prudential Indicators and other limits set within 
treasury strategy. 

Best value The treasury management function will be the subject of ongoing analysis of the value 
it adds in support of the Council’s stated corporate and service objectives. 

When tendering for treasury-related or banking services, the Council adheres to its 
Financial Regulations.  These require that :

a) For a contract with a value below an agreed threshold, at least 1 but preferably 3 
quotes and service delivery proposals are obtained

b) For a contract with a value above an agreed threshold but below an agreed tender 
threshold, at least 3 written quotes and service delivery proposals are obtained

c) For a contract above an agreed tender threshold but below the EU threshold a 
tender exercise in line with CIPFA best practice is performed.

d) When placing a contract with a value in excess of the EU Threshold a tendering 
process that meets the requirements of the EU procurement procedures (OJEU) is 
undertaken. 

e) If necessary, the Council will also consult with other users of similar services as 
well as with interested parties.

f) The Council will also evaluate alternative methods of the availability of fiscal, 
grant or subsidy initiatives, and service delivery. 
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TMP 3: DECISION-MAKING AND ANALYSIS

Principle: The Council will maintain full records of its treasury management decisions, and of the 
processes and practices applied in reaching those decisions, both for the purposes of learning from the 
past, and for demonstrating that reasonable steps were taken to ensure that all issues relevant to those 
decisions were taken into account at the time. The issues to be addressed and processes and practices to 
be pursued in reaching decisions are detailed below.

Schedule:

Major treasury decisions As a public service organisation, there is a requirement to demonstrate openness 
and accountability in treasury management activities.  Accordingly, the Council 
will create and maintain an audit trail of major treasury management decisions 
which comprise either :

a) Options Appraisal to determine a funding decision
b) raising a new long-term loan / long-term source of finance
c) prematurely restructuring/redeeming an existing long-term loan(s)
d) investing longer-term (i.e. in excess of 1 year)
e) utilisation of investment instruments which constitute capital expenditure 

(i.e. loan capital/share capital in a body corporate)
f) leasing
g) change in banking arrangements
h) appointing/replacing a treasury advisor
i) appointing/replacing a fund manager

Process The Council’s strategy for the application of its treasury policy is set out in the 
annual Treasury Management Strategy.

Delegated powers for 
treasury management

The Director of Resources has delegated powers to carry out the Council’s 
strategy for debt management, capital finance and borrowing, depositing surplus 
funds and managing the cash flows of the Council.  

Issues to be addressed, 
evaluation, 
authorisation

In exercising these powers, the Director of Resources  and those to whom the 
treasury activity have been delegated  will 

 have regard to the nature and extent of any associated risks to which the 
Council may become exposed;

 be certain about the legality of the decision reached  and that the 
necessary authority to proceed has been obtained;

 be satisfied that the documentation is adequate to deliver the Council’s 
objectives, protect the Council’s interests, and to maintain an effective 
audit trail;

 ensure that the perceived credit risk associated with the approved 
counterparties is judged satisfactory and is within agreed limits;

 be satisfied that the terms of any transactions have been fully checked 
against the market, and have been found to be competitive;

 follow best practice in implementing the treasury transaction.

In exercising Borrowing and Funding decisions, the Director of Resources will :
 evaluate economic and market factors that may influence the manner 

and timing of any decision to fund;
 consider alternative forms of funding, including use of revenue resources, 

leasing and private partnerships;
 consider the use of internal resources and/or the most appropriate 

periods to fund and repayment profiles to use;
 consider ongoing revenue liabilities created;
 where applicable, monitor regularly the benefits of internal borrowing 

against the potential for incurring additional costs by deferring borrowing 
into future years

 consider the alternative interest rate bases available, the most 
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appropriate periods to fund and repayment profiles to use;
 consider ongoing revenue liabilities created.

In exercising Investment decisions, the Director of Resources will :
 Determine that the investment is within the Council’s strategy and pre-

determined instruments and criteria;
 consider the optimum period, in the light of core balances and reserves, 

cash flow availability and prevailing market conditions;
 consider the alternative investment products and techniques available if 

appropriate.
Processes to be 
followed

The processes to be followed will be in keeping with TMP 4: The Council’s 
Approved, Instruments, Methods and Techniques. 

Evidence and records to 
be kept

The Council will maintain a record of all major treasury management decisions, 
the processes undertaken and the rationale for reaching the decision made.  
These will allow for an historical assessment of decisions made and verification 
that any checks and safeguards are indeed in place and operating correctly.

Records and working papers will be maintained by the Council electronically and 
in relevant files.
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TMP 4: APPROVED INSTRUMENTS, METHODS AND TECHNIQUES

Principle: The Council will undertake its treasury management activities by employing only those 
instruments, methods and techniques detailed in the schedule to this document, and within the limits 
and parameters defined in TMP1 Risk Management.

Schedule:

Approved treasury 
management activities

The Council is permitted to undertake the following activities:
 Managing cashflow
 Capital financing 
 Borrowing including debt restructuring and debt repayment
 Lending including redemption of investments
 Banking
 Leasing
 Managing the underlying risk associated with the Council’s capital financing 

and surplus funds activities. 

The above list is not finite and the Council would, from time to time, consider and 
determine new financial instruments and treasury management techniques; 
however, the Council will consider carefully whether the officers have the skills 
and experience to identify and manage the advantages and risks associated with 
using the instruments/techniques before undertaking them, more so as some risks 
may not be wholly or immediately transparent.

Approved capital 
financing methods and 
types/sources of 
funding

On balance sheet
 Public Works Loans Board (PWLB) loans and loans from its successor  body
 long term money market loans including Lender Option Borrower Options 

(LOBOs)
 temporary money market loans (up to 364 days).
 bank overdraft
 loans from bodies such as the European Investment Bank (EIB)
 Stock issues
 Finance Leases
 Deferred Purchase
 Government and EU Capital Grants
 Lottery monies
 Other Capital Grants and Contributions
 PFI
 Operating and finance leases
 Hire purchase
 Sale and leaseback

Internal Resources
 Capital Receipts 
 Revenue Balances
 Use of Reserves

Off balance sheet
 Operating Leases
 Structured Finance

The level of debt will be consistent with the Treasury Management Strategy and 
the Prudential Indicators. 
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Approved investment 
instruments

The Council will determine through its Annual Investment Strategy (AIS) which 
instruments it will use, giving priority to the security and liquidity (in that 
order) of its invested monies.  The investments will be categorised as 
‘Specified’ or ‘Non Specified’ based on the criteria set out by the ODPM (now 
CLG) in its Investment Guidance March 2004 (as amended). 

The Council will determine through the AIS which instruments will be used in-
house and which will be used by the appointed external fund manager(s) 
including the maximum exposure for each category of non-specified 
investments.  Where applicable, the Council’s credit criteria will also apply.
 Banks Unsecured: Accounts, deposits, certificates of deposit and senior 
unsecured bonds with banks and building societies, other than multilateral 
development banks.  

Banks Secured: Covered bonds, reverse repurchase agreements and other 
collateralised arrangements with banks and building societies.  

Government: Loans, bonds and bills issued or guaranteed by national 
governments, regional and local authorities and multilateral development 
banks.  

Corporates: Loans, bonds and commercial paper issued by companies other 
than banks and registered providers.

Registered Providers: Loans and bonds issued by, guaranteed by or secured 
on the assets of Registered Providers of Social Housing, formerly known as 
Housing Associations.

Pooled Funds: Shares in diversified investment vehicles consisting of the any 
of the above investment types, plus equity shares and property. Money 
Market Funds that offer same-day liquidity and aim for a constant net asset 
value.

Bond, equity and Property Funds

Page 1036



APPENDIX 3

TMP 5: ORGANISATION, CLARITY AND SEGREGATION OF RESPONSIBILITIES, AND DEALING 
ARRANGEMENTS

Principle: The Council considers it essential, for the purposes of the effective control and monitoring of 
its treasury management activities, for the reduction of the risk of fraud or error, and for the pursuit of 
optimum performance, that these activities are structured and managed in a fully integrated manner, and 
that there is at all times a clarity of treasury management responsibilities.

The principle on which this will be based is a clear distinction between those charged with setting 
treasury management policies and those charged with implementing and controlling these policies, 
particularly with regard to the execution and transmission of funds, the recording and administering of 
treasury management decisions, and the audit and review of the treasury management function.

If and when the Council intends, as a result of lack of resources or other circumstances, to depart from 
these principles, the Director of Resources will ensure that the reasons are properly reported in 
accordance with TMP6 Reporting requirements and management information arrangements, and the 
implications properly considered and evaluated.

The Director of Resources will ensure that there are clear written statements of the responsibilities for 
each post engaged in treasury management, and the arrangements for absence cover.  The Director of 
Resources will also ensure that at all times those engaged in treasury management will follow the policies 
and procedures set out. The present arrangements are detailed in the schedule below. 

The Director of Resources will ensure there is proper documentation for all deals and transactions, and 
that procedures exist for the effective transmission of funds. The present arrangements are detailed in 
the schedule below.

The delegations to the Senior Accountant in respect of treasury management are set out in the schedule 
below.  The Senior Accountant will fulfil all such responsibilities in accordance with the organisation’s 
policy statement and TMPs and, if a CIPFA member, the Standard of Professional Practice on Treasury 
Management.

Schedule: 

Limits to 
responsibilities  at 
Executive levels

Full Council 
 budget consideration and approval

Finance and Corporate Services committee:
 receiving and reviewing Prudential Indicators as part of the budget setting 

process
 receiving and reviewing reports on treasury management policies, practices and 

activities
 approval of amendments to adopted clauses, treasury management policy 

statement and treasury management practices
 receiving and reviewing external audit reports and acting on recommendations
 approving the selection of external service providers and agreeing terms of 

appointment
Principles and 
practices 
concerning 
segregation of 
duties

The segregation of duties will be determined by the Director of Resources.

Segregation of duties exists in that:
 the officer(s) responsible for negotiating and closing treasury management deals 

is separate from officer(s) authorising payments
 all borrowing/investments decisions must be authorised by the Director of 

Resources.
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Statement of 
duties/              
responsibilities of 
each treasury post

Examples: 

The Director of Resources :
 submitting budgets and budget variations
 recommending clauses, treasury management policy, practices for approval, 

reviewing the same regularly and monitoring compliance
 determining Prudential Indicators and Treasury Management Strategy including 

the Annual Investment Strategy
 submitting regular treasury management policy reports
 receiving and reviewing management information reports
 reviewing the performance of the treasury management function and promoting 

best value reviews
 ensuring the adequacy of treasury management resources and skills, and the 

effective division of responsibilities within the treasury management  function
 recommending the appointment of external service providers
 determining long-term capital financing and investment decisions.
 The Director of Resources has delegated powers to determine and undertake 

the most appropriate form of borrowing from the approved sources, and to 
make the most appropriate form of investments in approved instruments.

 The Director of Resources may delegate their power to borrow and invest to 
members of his staff

Chief Executive 
 ensuring the adequacy of internal audit and liaising with external audit
Senior Accountant 
 execution of transactions
 adherence to agreed policies and practices on a day to day basis
 maintaining relationships with third parties and external service providers
 monitoring performance on a day to day basis
 submitting management information reports to the responsible officer
 identifying and recommending opportunities for improved practices.
 recording treasury management transactions, 
 reconciling treasury management transactions with the financial ledger
 recording/reconciling counterparty documentation.

Absence cover 
arrangements

In the absence of the Director of Resources the Chief Executive will assume their 
responsibilities.

In the absence of the Senior Accountant the Finance Manager will provide cover.

Cover is reviewed as necessary.

Full procedure notes are available, detailing the processes required to enable the day 
to day operation of the treasury management function.

Dealing

Authorised officers Responsible officer for borrowing/investment decisions : 

Borrowing activity: Senior Accountants 

Lending activity : Senior Accountants 

Authorising payments for borrowing/lending :  Directors 

Transaction recording : Senior Accountants 
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Dealing limits Internally Managed Investments:
  the maximum for any one investment deal is £3 million (subject to the lending 

limits detailed in the Council’s Annual Investment Strategy.)
List of approved 
brokers

Brokers used by the Council are named in TMP 11 : External Service Providers

Policy on brokers’ 
services

It is the Council’s policy to utilise the services between at least two brokers. The 
Council will maintain a spread of business between them in order to avoid relying on 
the services of any one broker.   

Policy on taping of 
conversations

Conversations with brokers may be taped by the brokers.

Direct dealing 
practices

Direct dealing is carried out with institutions and with external pooled funds 
identified in the Operational Schedule subject to counterparty and maturity limits 
and dealing limits.
Prior to undertaking direct dealing, the Council will ensure that each 
counterparty/fund has been provided with the Council’s list of authorised dealers 
and the Council’s Standard Settlement Procedures.

Settlement 
transmission 
procedures

 settlements are made by CHAPS.
 all CHAPS  payments relating to settlement transactions require authorisation by 

a designated officer
 all CHAPS payments require 2 bank signatures
 the details are transmitted electronically to the Council’s bankers.

Documentation 
requirements

For each deal undertaken a record should be prepared giving details of dealer, 
amount, period, counterparty, interest rate, dealing date, payments date(s), broker.

Investments
 deal ticket authorising the investment
 confirmation from the broker
 confirmation from the counterparty
 Contract notes for purchase and sale of shares/units in pooled funds  from the 

fund’s manager/administrator 
 Chaps payment transmission document

Loans:
 deal ticket with signature to agree loan
 confirmation from the broker
 confirmation from PWLB/market counterparty
 Chaps payment transmission document for repayment of loan.
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TMP 6: REPORTING REQUIREMENTS AND MANAGEMENT INFORMATION ARRANGEMENTS

Principle: The Council will ensure that regular reports are prepared and considered on the 
implementation of its treasury management policies; on the effects of decisions taken and transactions 
executed in pursuit of those policies; on the implications of changes, particularly budgetary, resulting 
from regulatory, economic, market or other factors affecting its treasury management activities; and on 
the performance of the treasury management function.

As a minimum, the Finance and Corporate Services Committee will receive:
 An annual report on the strategy and plan to be pursued in the coming year
 An annual report on the performance of the treasury management function, on the effects of the 

decisions taken and the transactions executed in the past year, and on any circumstances of non-
compliance with the organisation’s treasury management policy statement and TMPs.

 A mid year review of Treasury activity

The present arrangements and the form of these reports are outlined below.

Schedule:

Frequency of executive 
reporting requirements

The Director of Resources will annually submit budgets and will report on budget 
variations as appropriate.

The Director of Resources will submit the Prudential Indicators and the 
Treasury Strategy Statement (including Annual Investment Strategy) and 
report on the projected borrowing and investment strategy and activity for the 
forthcoming financial year to the Finance and Corporate Services committee 
before the start of the year.

The Annual Treasury Report will be prepared as soon as practicable after the 
financial year end and, in all cases, before the end of September.  

A Mid-Year Treasury Report will be prepared by the Director of Resources, which 
will report on treasury management activities for the first part of the financial 
year. The Mid-Year Report will be submitted to Finance and Corporate Services 
during the year.

Content of Reporting: 
1. Prudential Indicators

The Council will set the following Prudential Indicators, revise if necessary, and 
following the year end publish actual (where appropriate) in respect of :
 Financing costs as a proportion of net revenue stream (estimate; actual)
 Capital expenditure (estimate; actual)
 Incremental impact of capital financing decisions (estimate)
 Capital Financing Requirement (estimates; actual)
 Authorised limit for external debt
 Operational boundary for external debt
 Actual external debt

The Prudential Indicators are approved and revised by Finance and corporate 
Services Committee and are integrated into the Council’s overall financial planning 
and budget process. 
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2. Treasury Strategy 
Statement including the 
Annual Investment 
Strategy

The Treasury Strategy Statement integrates with the Prudential Indicators being 
set and will include the following:
 Link to Capital Financing and Treasury Management Prudential Indicators for 

the current and ensuing three years
 Strategy for financing new borrowing requirements (if any) and refinancing 

maturing borrowing (if any) over the next three years and for restructuring of 
debt

 the extent to which surplus funds are earmarked for short term requirements
 the investment strategy for the forthcoming year(s) (see below*)
 the minimum to be held in short term/specified investment during the coming 

year
 the interest rate outlook against which the treasury activities are likely to be 

undertaken.

*Based on the ODPM’s (now CLG’s) Guidance on Investments, the Council will 
produce an Annual Investment Strategy (AIS) which sets out 

 the objectives, policies and strategy for managing its investments; 
 the determination of which Specified and Non Specified Investments the 

Council will utilise during the forthcoming financial year(s) based on the 
Council’s economic and investment outlook and the expected level of 
investment balances; 

 the limits for the use of Non-Specified Investments.  

The AIS will be integrated into the Treasury Strategy Statement.

3. Annual Treasury 
Report

The Director of Resources will produce an annual report for the Finance and 
Corporate Services Committee on all activities of the treasury management 
function (including the performance of fund managers) as soon as practicable after 
year end and in all cases no later than 30 September of the succeeding financial 
year.

The main contents of the report will comprise :
 confirmation that the Council calculated its budget requirements and set a 

balanced budget for the FY;
 the prevailing economic environment 
 a commentary on treasury operations for the year, including their revenue 

effects;
 commentary on the risk implications of treasury activities undertaken and the 

future impact on treasury activities of the Council
 compliance with agreed policies/practices and statutory/regulatory 

requirements
 compliance with Prudential Indicators;
 performance measures.

Content and frequency of 
management information 
reports

The Director of Resources will produce a half yearly monitoring report for the 
Finance and Corporate Services Committee

Example : This report includes details of :
 borrowing and investment activity undertaken including forward deals
 performance of investments against benchmark
 extent of compliance with the treasury strategy and reasons for variance 

(if any)
5. Scrutiny The Director of Resources will present the Treasury Strategy Statement  to the 

Overview and Scrutiny committee prior to agreement by the Finance and 
Corporate Services Committee.

The Overview and Scrutiny Committee will have responsibility for the scrutiny of  
treasury management policies and practices (TMP’s) 
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TMP 7: BUDGETING, ACCOUNTING AND AUDIT ARRANGEMENTS

Principle: The Director of Resources will prepare, and the Council will approve and, if necessary, from 
time to time will amend, an annual budget for treasury management, which will bring together all of the 
costs involved in running the treasury management function, together with associated income.  The 
matters to be included in the budget will at minimum be those required by statute or regulation, together 
with such information as will demonstrate compliance with TMP1 Risk management, TMP2 Performance 
measurement, and TMP4 Approved instruments, methods and techniques.  The form which the 
Council’s budget will take is set out in the schedule below.  

The Director of Resources will exercise effective controls over this budget, and will report upon and 
recommend any changes required in accordance with TMP6 Reporting requirements and management 
information arrangements.

The Council will account for its treasury management activities, for decisions made and transactions 
executed, in accordance with appropriate accounting practices and standards, and with statutory and 
regulatory requirements in force for the time being.  The present form of the Council’s accounts is set out 
in the schedule. 

Schedule: 

Statutory/regulatory 
requirements

Balanced Budget Requirement: The provisions of S32 and S43 of the Local 
Government Finance Act 1992 require this Council to calculate its budget 
requirement for each financial year including, among other aspects:, 

(a) the expenditure which is estimated to be incurred in the year in performing its 
functions and which will be charged to a revenue account and 

(b) revenue costs which flow from capital financing decisions.  

S33 of the Act requires the Council to set a council tax sufficient to meet 
expenditure after taking into account other sources of income.

Proper accounting 
practice

CIPFA’s Code of Practice on Local Authority Accounting in the United Kingdom 
(the local authority code) constitutes “proper accounting practice under the 
terms of S21 (2) of the Local Government Act 2003”. 

Financial Statements The Financial Statements comprise:

 A Narrative Statement
 Accounting policies, changes in accounting estimates and errors
 Presentation of financial statements
 Movement in reserves statement
 Comprehensive income and expenditure statement
 Balance sheet
 Cash flow statement
 Collection Fund (England)
 Statement of Responsibilities 
 The Accounting Statements 
 Notes to the financial statements
 Statements reporting reviews of internal controls or internal financial controls
 Events after the reporting period
 Related party disclosures

Format of the Council’s 
accounts

The current form of the Council’s accounts is available within the Finance 
department. 
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Disclosures relating to 
treasury management

Due regard will be given to the disclosure requirements under CIPFA’s  Accounting 
Code of Practice.

Treasury-related 
information requirements 
of external auditors

The following information is specifically requested by the external auditor and 
should be considered an initial request for information.  It is usually followed by 
more detailed audit testing work which often requires further information and/or 
explanations from the Council’s officers.

Information is this context includes internally generated documents, externally 
generated documents, observation of treasury management practices which 
support and explain the operation and activities of the treasury management 
function.

 Determination of Affordable Borrowing Limit under Section 3 of the Local 
Government Act 2003.

 Prudential Indicators.
 Treasury Management Strategy including Annual Investment Strategy.

External borrowing:
 New loans borrowed during the year : PWLB certificates / documentation 

in relation to market loans borrowed (including copy of agreements, 
schedule of commitments)

 Loan maturities. 
 Compliance with proper accounting practice, regulations and 

determinations for the amortisation of premiums and discounts arising on 
loans restructured during the year and previous years.

 Analysis of loans outstanding at year end including maturity analysis.
 Analysis of borrowing between long- and short-term
 Debt management and financing costs

 calculation of (i) interest paid (ii) accrued interest
 interest paid

 MRP calculation and analysis of movement in the CFR.
 Bank overdraft position.
 Brokerage/commissions/transaction related costs.

Investments:
 Investment transactions during the year including any transaction-related 

costs
 cash and bank balances at year end
 Short-term investments at year end
 Long-term investments at year end (including investments in associates and 

joint ventures) by asset type, including unrealised gains or losses at year end
 calculation of (i) interest received (ii) accrued interest
 actual interest received
 External fund manager valuations including investment income schedule and 

movement in capital values, transaction confirmations received (if any)
 Basis of valuation of investments
 Evidence of existence and title to investments (e.g. Custodian’s Reports
 Schedule of any investments in companies together with their latest financial 

statements); statement of transactions between the company and the 
Council.
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Cash Flow
 Reconciliation of the movement in cash to the movement in net debt 
 Cash inflows and outflows (in respect of long-term financing)
 Cash inflows and outflows (in respect of purchase/sale of long-term 

investments)
 Net increase/decrease in (i) short-term loans (ii) short-term deposits (iii) other 

liquid resources

Other 

Details of (treasury-related) material events after balance sheet date not 
reflected in the financial statements.

 External advisors’/consultants’ charges
Internal Audit Internal Audit generally conducts an annual review of the treasury management 

function and probity testing.
The internal auditors will be given access to treasury management 
information/documentation as required by them.

Compliance with CIPFA 
Treasury Management 
and Prudential Codes

Auditors may require evidence/demonstration of compliance with external and 
internal treasury management policies and strategy.

Any serious breach of the TM Code’s recommendations or Prudential Indicators 
should be brought to the attention of the external auditor.

Costs for treasury 
management

The budget for treasury management forms part of the Financial Services budget.
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TMP 8: CASH AND CASH FLOW MANAGEMENT

Principle: Unless statutory or regulatory requirements demand otherwise, all monies in the hands of the 
Council will be under the control of the Director of Resources, and will be aggregated for cash flow and 
investment management purposes.  Cash flow projections will be prepared on a regular and timely basis, 
and the Director of Resources will ensure that these are adequate for the purposes of monitoring 
compliance with TMP1 [2] liquidity risk management.  The present arrangements for preparing cash 
flow projections and their form are set out in the schedule below.

Schedule:

Arrangements for 
preparing /submitting 
cash flow statements 

A Cash flow forecasts will be used to formulate the Council’s borrowing and 
investment strategy by identifying periods of surplus or shortfall of cash 
balances during the year.  

The cash flow forecasts and statements are held at operational level.

The accuracy and effectiveness of the Council’s cash flows are dependent on 
the accuracy of estimating expenditure, income and their corresponding time 
periods. 

Daily cash flows show forecast and planned movements of cash on a daily 
basis, including the matching of known inflows and payments. This is recorded 
in the Investments spreadsheet ( IOSF yyyy-yyyy)

Content and frequency of 
cash flow projections

The detailed annual cash flow model includes the following:
 revenue income and expenditure based on the budget.
 profiled capital income and expenditure as per the capital programme.

Revenue activities: 
Inflows:
 Revenue Support Grant
 Precepts received
 Non domestic rates receipts
 Council tax receipts
 Housing subsidy
 DSS / other government grants
 Cash for goods and services
 Other operating cash receipts

Outflows:
 Salaries and payments on behalf of employees
 Operating cash payments
 Housing Benefit paid
 Precepts paid
 NDR payments

Capital activities including financing
Inflows:
 Capital grants received
 Sale of fixed assets
 Other capital cash receipts

Outflows:
 Purchase of fixed assets
 Purchase of long-term investments
 Other capital cash payments
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Monitoring, frequency of 
cash flow updates

The annual cash flow statement is updated periodically with the actual cash 
inflows and outflows after taking account of any revisions including those 
relating to grant income and capital expenditure and will be reconciled with :

 net RSG and NNDR payments as notified; 
 county council and police authority precepts as notified;
 actual salaries and other employee costs paid from account bank 

statements;
 actual payments to Inland Revenue from general account bank 

statements;
 actual council tax received from general account bank statement;
 actual rent allowances paid from payments account bank statement;
 actual housing benefit and housing subsidy grant received from CLG;
 actual capital programme expenditure and receipts.  

Bank statements 
procedures

The Council accesses its bank statements online and these are downloaded on a 
daily basis. The statements are processed and posted independently to the 
treasury function and are reconciled to the general ledger on a monthly basis.

Payment scheduling The Council has a policy of paying suppliers in line with agreed terms of trade 
and the following service standards:

 Undisputed invoices are to be paid within 30 days.
Monitoring debtor/ 
creditor levels

Debtor levels are monitored by a monthly Sundry Debtors Monitoring Report to 
the Finance Manager which will include an analysis of debt by age and details 
and details of recovery status.   

Banking of funds Instructions for the banking of income are set out in the Financial Regulations. 
Cheques received in the customer services section are banked daily. Generally 
the council does not take cash payments.   

All the Council’s sections are advised of the requirement to bank on a regular 
basis in order to comply with recommended best practice and also remain 
within the particular insurance limits for the Council’s premises. 
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TMP 9: MONEY LAUNDERING

Background: The Proceeds of Crime Act (POCA) 2002 consolidated, updated and reformed criminal law in 
the UK in relation to money laundering.  The principal offences relating to money laundering are:

 Concealing, disguising, converting, transferring or removing criminal property from England and 
Wales, from Scotland or from Northern Ireland

 Being concerned in an arrangement which a person knows or suspects facilitates the acquisition, 
retention use or control of criminal property

 Acquiring, using or possessing criminal property.

Other offences include failure to disclose money laundering offences, tipping off a suspect either directly 
or indirectly, and doing something that might prejudice an investigation.

Organisations pursuing relevant businesses were required to appoint a nominated officer and implement 
internal reporting procedures; train relevant staff in the subject; establish internal procedures with 
respect to money laundering; obtain, verify and maintain evidence and records of the identity of new 
clients and transactions undertaken and report their suspicions.

In December 2007, the UK Government published the Money Laundering Regulations 2007, which replaced 
the 2003 Regulations.

CIPFA believes that public sector organisations should “embrace the underlying principles behind the 
money laundering legislation and regulations and put in place anti money laundering policies, procedures 
and reporting arrangements appropriate and proportionate to their activities”.  

Principle: The Council is alert to the possibility that it may become the subject of an attempt to involve 
it in a transaction involving the laundering of money.  Accordingly, it will maintain procedures for 
verifying and recording the identity of counterparties and reporting suspicions, and will ensure that staff 
involved in this are properly trained.  The present arrangements, including the name of the officer to 
whom reports should be made, are detailed in the schedule below.

Schedule: 

Anti money laundering 
policy

This Council’s policy is to prevent, wherever possible, the organisation and its 
staff being exposed to money laundering, to identify the potential areas where 
it may occur and to comply with all legal and regulatory requirements, 
especially with regard to the reporting of actual or suspected cases. 

The Council has accepted responsibility to ensure that those of its staff who are 
most likely to be exposed to money laundering can make themselves fully aware 
of the law and, where necessary, are suitably trained. 

Nomination of 
Responsible Officer(s)

(a) The Council nominates Internal Audit function to be the responsible body to 
whom any suspicions relating to transactions involving the Council will be 
communicated.   

(b) The responsible officer will be conversant with the requirements of the 
Proceeds of Crime Act 2002 and will ensure relevant staff are appropriately 
trained and informed so they are alert for suspicious transactions. 

(c) The responsible officer will make arrangements to receive and manage the 
concerns of staff about money laundering and their suspicion of it, to make 
internal enquiries and to make reports, where necessary, to National 
Criminal Intelligence Services (NCIS).

Page 1047



APPENDIX 3

Procedures for 
establishing the 
Identity of Lenders and 
Borrowers

(a) In the course of its treasury activities, the Council will only borrow from 
permitted sources identified in TMP 4.

(b) The Council will not accept loans from individuals. 

(c) In the course of its treasury activities, the Council will only invest with 
those counterparties which are on its approved lending list.

(d) The identity and authenticity of commercial institutions (banks, building 
societies and other financial institutions) authorised to carry out 
borrowing and lending activity in the UK will be checked via the Bank of 
England/ Prudential Regulation Authority’s website.

(e) All receipts/disbursements of funds will be undertaken by BACS or CHAPS 
settlement.

(f) Direct Dealing mandates: The Council will provide (in the case of lending) / 
obtain (in the case of borrowing) and maintain on file dealing mandates 
with any new money market counterparty.  The mandates should be on 
letter-headed paper, dated and signed.  

(g) All banking transactions will only be undertaken by the personnel 
authorised to operate the Council’s banks accounts.

(h) When receiving requests for change of payment details, due care will be 
exercised to ascertain the bona fide of the request and avoid potential 
fraud.  Additional checks will be made through pre-existing contact details 
for the payee before altering payment details.
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TMP 10: TRAINING AND QUALIFICATIONS

Principle: The Council recognises the importance of ensuring that all staff involved in the treasury 
management function are fully equipped to undertake the duties and responsibilities allocated to them. 
It will therefore seek to appoint individuals who are both capable and experienced and will provide 
training for staff to enable them to acquire and maintain an appropriate level of expertise, knowledge 
and skills.  The Director of Resources will recommend and implement the necessary arrangements.

The Director of Resources will ensure that council members tasked with treasury management 
responsibilities, including those responsible for scrutiny, have access to training relevant to their needs 
and responsibilities.

Those charged with governance recognise their individual responsibility to ensure that they have the 
necessary skills to complete their role effectively.

The present arrangements are detailed in the schedule below.

Schedule: 

Qualifications/ 
experience for treasury 
staff

Treasury Staff should have the AAT qualification as a minimum and 
preferably prior experience in Treasury management.

Details of approved 
training courses

The courses/events the Council would expect its treasury personnel to consider 
are (examples below):
 Certificate in International Treasury Management – Public Finance (this is 

the new CIPFA TM qualification run by the Association of Corporate 
Treasurers)

 Training courses for Accounting, Auditing, Best Value/Competition, 
Budgeting, Capital Finance & Borrowing, Financial Management  run by 
CIPFA and IPF

 Any courses/seminars run by Treasury Management Consultants.
 Attending CIPFA Conference
 Training provided by those responsible for scrutiny of the treasury 

function
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TMP 11: USE OF EXTERNAL SERVICE PROVIDERS

Principle: The Council recognises that responsibility for the treasury management decisions remains with 
the organisation at all times. It recognises the potential value of employing external providers of 
treasury management services, in order to acquire access to specialist skills and resources.  When it 
employs such service providers, it will ensure it does so for reasons which will have been submitted to a 
full evaluation of the costs and benefits.  It will also ensure that the terms of their appointment and the 
methods by which their value will be assessed are properly agreed and documented, and subjected to 
regular review. And it will ensure, where feasible and necessary, that a spread of service providers is 
used, to avoid over reliance on one or a small number of companies.  Where services are subject to 
formal tender or re-tender arrangements, legislative requirements will always be observed.  The 
monitoring of such arrangements rests with the Director of Resources, and details of the current 
arrangements are set out in the schedule below.

Schedule: 

Contract threshold The Council’s Financial Regulations require that a formal written contract is in 
place with external service providers where the contract value exceeds 
£50,000 over the term. The contract will clearly state the services to be 
provided and the terms on which they will be provided. 

Details of service 
providers and 
procedures and 
frequency for tendering 
services

(a) Bankers to the Council: 
Nat West, 
Po Box 333,Silbury House 
300 Silbury Boulevard , Central Milton Keynes, MK9 2ZF 

0845 308 8969 

Contract period : 1 April 2016 – March 2019

Formal agreement in place : yes

This service will be re-tendered every 3 years

(b) Treasury advisor
Arlingclose 
35 Chiswell Street 
London EC1Y 4SE            
08448 808201

Contract period : 1 April 2015-31 March 2018

Formal agreement in place : yes

This service may be re-tendered every 3 years

(d) Brokers: 
It is considered good practice for the Council to have at least two 
brokers and to spread business between them. 

BGC Partners Sterling Products
1 Churchill Place, Canary Wharf, London, E14 5RD
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0207 894 7742

Formal agreement in place : no

R P Martin  Brokers
1 Churchill Place,Canary Wharf , London, E14 5RD 
0207 894 8987

Formal agreement in place : no 
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TMP 12: CORPORATE GOVERNANCE

Principle: The Council is committed to the pursuit of proper corporate governance throughout its 
businesses and services, and to establishing the principles and practices by which this can be achieved.  
Accordingly, the treasury management function and its activities will be undertaken with openness and 
transparency, honesty, integrity and accountability.

The Council has adopted and has implemented the key recommendations of the Code. This, together with 
the other arrangements detailed in the schedule below, are considered vital to the achievement of 
proper corporate governance in treasury management, and the Director of Resources will monitor and, if 
and when necessary, report upon the effectiveness of these arrangements.

Schedule: 

Stewardship 
responsibilities

The Chief Executive ensures that systems exist to deliver proper financial 
administration and control and maintaining a framework for overseeing and 
reviewing the treasury management function.

List of documents to be 
made available for public 
inspection.

The following documents are freely available for public inspection:
Examples

 Annual Statement of Accounts

 Revenue and Capital Estimates Book 

 Treasury Management Policy

 Treasury Management Strategy

 Budget Monitoring Reports

 Annual Treasury Report

Council’s website. Financial information is additionally available on the Council’s website. 

Procedures for 
consultation with 
stakeholders.

Members and senior officers of the Council are consulted via reports to the 
Finance and Corporate Services Committee and officer/member briefing 
sessions.  
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Prudential Indicators and MRP Statement 2018/19

Prudential Indicators 2018/19

The Local Government Act 2003 requires the council to have regard to the Chartered Institute of 
Public Finance and Accountancy’s Prudential Code for Capital Finance in Local Authorities (the 
Prudential Code) when determining how much money it can afford to borrow. The objectives of the 
Prudential Code are to ensure, within a clear framework, that the capital investment plans of local 
authorities are affordable, prudent and sustainable, and that treasury management decisions are 
taken in accordance with good professional practice. To demonstrate that the council has fulfilled 
these objectives, the Prudential Code sets out the following indicators that must be set and 
monitored each year.

Estimates of Capital Expenditure: The councils planned capital expenditure and financing may be 
summarised as follows.  

Capital Expenditure and 
Financing

2017/18 
Revised
£000’s

2018/19 
Estimate
£000’s

2019/20 
Estimate
£000’s

2020/21 
Estimate
£000’s

Total Expenditure 964 682 487 487

Capital Receipts 544 262 67 67

Government Grants 420 420 420 420

Total Financing 964 682 487 487

Estimates of Capital Financing Requirement:

The Capital Financing Requirement (CFR) measures the councils underlying need to borrow for a 
capital purpose. 

2018/19

£000

2019/20

£000

Capital Financing Requirement -186 -£186

A negative CFR indicates the council has capital funds available, and that it has no need to borrow.

Incremental Impact of Capital Investment Decisions: This is an indicator of affordability that 
shows the impact of capital investment decisions on Council Tax levels. The incremental impact is 
the difference between the total revenue budget requirement of the current approved capital 
programme and the revenue budget requirement arising from the capital programme .

Incremental Impact of Capital 
Investment Decisions

2018/19 
Estimate

£

2019/20 
Estimate

£

2020/21 
Estimate

£
General Fund - increase in annual 
band D Council Tax

0.01 -0.01 0.01

Page 1054



APPENDIX 4

Adoption of the CIPFA Treasury Management Code: The council adopted the Chartered Institute 
of Public Finance and Accountancy’s Treasury Management in the Public Services: Code of Practice 
2011 Edition. It fully complies with the Codes recommendations. 

Annual Minimum Revenue Provision Statement 2018/19

Where the council finances capital expenditure by debt, it must put aside resources to repay that 
debt in later years.  The amount charged to the revenue budget for the repayment of debt is known 
as Minimum Revenue Provision (MRP), although there has been no statutory minimum since 2008. 
The Local Government Act 2003 requires the council to have regard to the Department for 
Communities and Local Government’s Guidance on Minimum Revenue Provision (the CLG Guidance) 
most recently issued in 2012.

The broad aim of the CLG Guidance is to ensure that debt is repaid over a period that is either 
reasonably commensurate with that over which the capital expenditure provides benefits, or, in the 
case of borrowing supported by Government Revenue Support Grant, reasonably commensurate 
with the period implicit in the determination of that grant.

The CLG Guidance requires the council to approve an Annual MRP Statement each year, and 
recommends a number of options for calculating a prudent amount of MRP.  The following 
statement incorporates options recommended in the Guidance 

The council expects that its Capital Financing Requirement will be negative on 31st March 
2018 and in line with the CLG Guidance it will therefore charge no MRP in 2018/19.

The Commercialisation Strategy and associated projects may require borrowing, in which 
case the Capital Financing Requirement will be altered and an MRP charge will be required.  
If this is the case then the following statement will be applicable and will be reported as 
part of the approval request for the relevant expenditure.  

For capital expenditure incurred after 31st March 2008, MRP will be determined by charging 
the expenditure over the expected useful life of the relevant asset in equal instalments, 
starting in the year after the asset becomes operational.  MRP on purchases of freehold 
land will be charged over 50 years. MRP on expenditure not related to fixed assets but 
which has been capitalised by regulation or direction will be charged over 20 years. 

Capital expenditure incurred during 2018/19 will not be subject to a MRP charge until 2019/20.  
Therefore there is no budget for MRP.
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Maldon District 
Council

Mileage and Expenses
Policy 
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Document Control Sheet

Document title Mileage and Expenses Policy
Summary of purpose  Set out the framework for claiming and approval of 

business related travel and expenses.
Prepared by  Updated by Carrie Cox

Status Draft 
Version number Version 2
Approved by  Finance and Corporate Services
Approval date March 2018

Date of implementation As soon as approved
Review frequency 3 Yearly or as required.
Next review date March 2021
Circulation All Members and Staff.  Intranet.
Published on the 
Council’s website

No

Validity Statement

This document is due for review by the date shown above, after which it may 
become invalid. Users of the strategy or policy should ensure that they are 
consulting the currently valid version of the document.
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UPDATES

1.2 (V) Replaced Head of Finance with Finance 
Manager

1.2 (vii) Wording slightly changed to read better

1.2 (x) Removed apart from travel direct to site

1.2 (xii) Removed pay for fuel on Council fuel card as 
there is no generic card for the Council, all 
cards are vehicle specific. Inserted instead 
fuel costs will be paid via the expenses 
system. Changed round mileage trip for hire 
car to 90  miles.  

2.6 Amend reference to fuel card, to expense 
claim, and change Head of Finance to Director 
of Resources.  Changed round mileage trip 
for hire car to 90  miles.  

3.1 Added that car parks should be chosen based 
on value not convenience.

Section 5 Amended wording to include wording from 
HMRC, and change wording for the food 
allowance limits.

5.2 Changed Head of Finance to Finance Manager

8.4.1 Inserted some wording to indicate that these 
are the maximum limits and limits amended to 
reflect the current HMRC rates.
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1 Guiding Principles

1.1 Travelling and subsistence expenses will be reimbursed by the Council when they have been 
incurred by employees in performance of their official duties. Special rates and arrangements 
apply to travelling and subsistence claims relating to post entry training as described in the 
notes of guidance for post entry training.

1.2 The claiming and payment of travelling and subsistence expenses is based on the following 
principles:

(i) That the official journeys are necessary to enable the employee to perform his/her 
duties properly and, undertaken with the approval of the manager who will authorise 
claims when submitted. These duties may include training or conferences.

(ii) That claims are substantiated by receipts or evidence of expenditure, except where 
this is not possible.

(iii) Subsistence allowances are reimbursed on the basis that additional expenditure has 
been actually and necessarily incurred by the employee upon the meals and 
beverages for which the allowances are claimed. Subsistence will only be paid where 
expenditure can be demonstrated by a VAT receipt.

 (iv) The general principle of reasonableness underlies the claiming and payment of 
travelling and subsistence allowances. Employees have a responsibility to ensure that 
the cost to the Council is kept to a minimum without unduly reducing the efficiency 
with which they carry out their duties.

(v) In normal circumstances claims can only be made up to the maximum amounts 
included in this policy. Where it is not possible to keep within these limits, for example 
meals in hotels where location makes choice limited, then claims must be approved 
by the Finance Manager.

(vi) In accordance with the Council’s commitment to reduce carbon emissions, travel 
should be by public transport wherever this is possible and practical. It is however 
recognised that journey times by public transport may at times be lengthy and present 
problems to staff. In such situations the employee should discuss the journey with 
their manager and agree the most appropriate method of travel.

(vii) Employees should ensure wherever possible that they organise travel arrangements 
to take advantage of cheap day returns, if using public transport. Where several 
employees are travelling to the same function by car they should endeavour to travel 
together.

(viii) The difficulties of travelling to and parking in London are acknowledged and, 
employees should travel to London by rail. Wherever possible rail tickets should be 
obtained in advance.

(ix) For travel directly from home to site, the Council follows HM Revenue & Customs 
(HMRC) principles for business mileage which is tax free. An employee can only 
claim the mileage for any miles incurred that are in addition to their normal home to 
work journey.  Staff must deduct home to work mileage from all mileage claims made.

(x) As per above, home to office mileage will not be reimbursed. In addition the mileage 
to be claimed must always be using the most direct route and lowest mileage.

(xi) Where an overtime claim has been submitted, travel and subsistence claims will not 
be paid.
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(xii) Where there is no alternative transport to car use and mileage claimed will be in 
excess of 90 miles round trip, officers should ensure value for money by booking a 
hire car through the Council’s dedicated supplier and reclaiming petrol costs through 
the expenses system.  Exemption from this clause can only be provided by the 
Director of Resources.

1.3 As with all expenditure, travelling and subsistence allowances will from time to time, be 
subject to inspection and analysis by the Council's Auditors. Falsification of claims for 
expenses is regarded as an act of attempted fraud and gross misconduct and will be dealt 
with in accordance with the Council's Disciplinary Policy and Procedure.

2. Car and Motor Cycle Allowances

2.1 The Council has only one classification of car and motor cycle allowance, ‘casual user’.  The 
Council will reimburse any business mileage at the published HM Revenue and Customs 
authorised non-taxable rates.

2.2 Any employee who uses their own vehicle for business purposes (including travel to courses / 
seminars) must ensure it is insured for business travel prior to the journey undertaken and 
that the vehicle is roadworthy.  Insurance documentation must be available for inspection by 
line management at any time, at least annually, and the failure to have the correct insurance 
arrangements can be subject to disciplinary action.  Any costs of business insurance are the 
responsibility of the employee and will not be reimbursed. In many cases insurers will not 
charge the individual for business travel cover.

2.3 All claims for vehicle mileage must be submitted promptly at the end of each month.  Claims 
which are more than 3 months old will be rejected.

2.4 In accordance with HM Revenue and Customs rules all vehicle mileage claims must be 
supported by a VAT receipt for fuel. This receipt can apply to either the fuel receipt before or 
after the journey and staff who regularly claim mileage should habitually obtain VAT receipts 
for fuel.

2.5 Any speeding fines, parking fines or other road traffic infringements are the responsibility of 
the employee and will not be paid for by the Council..

2.6 Where a hire car is used, no mileage claim will be paid, only the actual cost of fuel on 
production of a valid VAT receipt. 

3. Car Parking

3.1 Parking fees will be reimbursed when it has been necessary for an employee to use a car 
park as a result of undertaking travel on official business, i.e. not for normal home to work 
travel. Car parking should be based on the best value (i.e. a park and ride scheme) and not 
automatically the most convenient.  Car parking fines are the responsibility of the individual 
employee.

4. Public Transport

4.1 Public transport should be used where it is practicable and/or cheaper.  If an officer wishes to 
drive to a venue which is accessible by public transport the maximum amount claimable for 
mileage expenses will be capped at the cost of a standard class public transport fare.

4.2 Rail travel should be made by standard class unless an employee should arrange to take 
advantage of "special offers" and cheap day returns.
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5. Subsistence

5.1 Subsistence allowance will be payable to employees who are prevented by their official 
duties from taking a meal at their home, duty base/office or establishment where they 
normally take their meals (and more than three miles [single journey] from their work base) 
and thereby incur additional expenditure. These allowances may only be claimed with prior 
approval of the authorising manager and a valid receipt evidencing expenditure.  A meal is 
defined as a combination of food and drink and would take a normal dictionary meaning. 
Where employees are required to start early or finish late on a regular basis, the over 5 hour 
and 10 hour rate, whichever is applicable, can be paid provided that all the other qualifying 
conditions are satisfied.  An employee can only be reimbursed for a meal once. If the cost of 
an evening meal or breakfast is reimbursed on an actual basis, because it is included in the 
cost of an overnight stay, the employee would not also be entitled to a benchmark rate in 
respect of those meals.

There are some accepted time limits which apply to the payment of subsistence allowances. 
These are:

- The over 5 hour rate would be restricted to employees who are necessarily absent from 
their duty base/office when a meal can’t reasonably be taken in standard times. 

- The over 10 and 15 hour rates would only be payable where it is necessary to stay 
overnight.

 
In no circumstances should any costs of alcohol be borne by the tax payer.

5.2 Where an employee in the course of his/her official duties, has to stay overnight, he/she is 
entitled, subject to the prior agreement of the authorising manager, to reclaim meal expenses 
in line with the limits in 8.4.1. VAT receipts must be attached to the claim form and the 
Council will reimburse any reasonable expenditure. Items such as morning papers and 
personal telephone calls will be excluded. All hotel reservations must be agreed with the 
Finance Manager. 

5.3 Claims for alcohol consumed by employees will not be reimbursed under any circumstances.

5.4 Where an employee is required by the Council to work outside their normal working hours and 
this work results in additional childcare costs, with prior consultation and approval with the line 
manager, Maldon District Council shall reimburse the cost of additional child care only on 
production of a receipt from a registered provider. It should be noted that the reimbursement 
is taxable under HMRC rules.  Claims cannot be made where the employee is claiming 
overtime for the additional hours worked. This provision is intended to ensure that staff who 
are required to attend courses and training are not financially disadvantaged.

6. Out of Pocket Expenses

6.1 There is an allowance per night in respect of necessary out of pocket expenses incurred at 
residential courses where they form part of an approved post entry training course.  The 
allowance is subject to weekly limit and to a limit of six weeks in respect of any course.  It is 
subject to further review thereafter (see Travelling and Subsistence Rates).

6.2 This allowance does not apply to other courses/seminars/conferences it is only for approved 
post entry training courses.

7. Journeys Outside Normal Working Hours

7.1 Where a journey in the course of duty starts from and finishes at an employee's home 
because he/she is required to go out again having returned home after a normal day's work, 
as for example, a duty or standby officer, or at a weekend or bank holiday because he/she is 
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required to work (outside of his/her normal work pattern), then he/she may claim the fares 
incurred.

7.2 If the journey is to the normal place of work, then any mileage paid will be taxable and the 
claim form must be marked to indicate the special nature of the claim.

7.3 If employees have been reimbursed in any way for the out of hours work then no claims may 
be made. This includes flex or time off in lieu.

8. Travelling and Subsistence Rates

8.1 Car Allowances

Casual Users All ccs and all grades
Mileage rates:

Up to 10,000 miles 45p
Over 10,000 miles 25p

Cars within the Council approved Car Benefit Scheme 

11p per mile.

8.2 Motorcycle Allowance

All ccs and all grades
Any miles 24p

8.3 Bicycle Allowance

Any level of miles 20p

8.4 Maximum Subsistence Allowances 

8.4.1 Any claims for subsistence must be supported by receipts and authorised by the line manager 
before they can be paid. The maximum that can be claimed unless prior approval has been 
obtained is:-

Journey time away from office in 
excess of:-

Maximum payable.

 5 hours - £5
10 hours - £10
15 hours (and ongoing at 8pm) - £25

Benchmark Scale rates can only be used where these following qualifying conditions have 
been met:-

- The travel must be in the performance of an employee’s duties or to a temporary workplace, 
on a journey that is not substantially ordinary commuting.  

- The employee must be absent from his normal place of work or home for a continuous period 
in excess of 5 or 10 hours

- The employee must incur a cost on a meal (i.e. food and drink) after starting the journey and 
retained appropriate evidence of their expenditure.

Where a scale rate of £5 or £10 is paid and the qualifying journey in respect of which it is paid 
lasts beyond 8pm a supplementary rate of £10 can be paid to cover the additional expenses 
necessarily incurred as a result of working late.
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If employees spend more on expenses than the amount that is reimbursed, they can still 
claim a deduction from HMRC for the difference between what they actually spent on the 
expense and the amount reimbursed by their employer in the normal manner, subject to their 
having retained appropriate evidence.

Overnight subsistence rate -  The over 15 hour rate for subsistence will almost always apply 
where an employee is required to stay away overnight, provided the cost of any meals is not 
also included in an accommodation payment.
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FURTHER 
INFORMATION 
 

Also see 

Information Security Policy 

 

Contact  

Chris Wall, ICT Manager 

 

To report faults, contact 

The ICT team on 875795 or 
875770 

 

To report a virus or 
malware, contact 

The ICT team on 875795 or 
875770 

 

In the event of a password 
breach, or suspected 
breach, contact Chris Wall, 
ICT Manager, who acts as 
the Information Security 
Manager. 

 

• You must not attempt to disable or bypass anti-virus, malware or other security protection, and you should take care 
not to introduce viruses or malware.  If you discover a virus or malware, you must notify ICT immediately. 

• You must only use software that is appropriately licensed and materials which are not copyrighted, or for which you 
have been granted use. 

• You must only use council data for the purpose it was obtained and not to benefit yourself, a family member or friend 
• If you receive or view email or other content not intended for you, protect its confidentiality. 
• Take care when replying or forwarding to ensure that only relevant parties are included. 
• Report faults with information and communications technology and co-operate with fault diagnosis and resolution.  
• If you use our technology or our internet provision for personal use, the organisation takes no responsibility for the 

security of your personal information.  It is recommended you do not carry out personal financial transactions. 

MONITORING 
The organisation maintains the right to examine any system or device used in the course of our business, and to inspect any 
data held there. 

To ensure compliance with this policy, the volume of internet and network traffic, and the use and content of emails and 
visited internet sites, may be monitored.  Specific content will not be monitored unless there is suspicion of improper use. 
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FURTHER 
INFORMATION 
 

Contact  

The ICT team on 875795 or 
875770 

 

 

 

In the event of an 
information breach, or 
suspected breach, contact 
Chris Wall, ICT Manager, 
who acts as the Information 
Security Manager. 

 

ROLES AND RESPONSIBILITIES 
The Organisation 

• Ensures compliance with law governing the processing and use of information. 

The Chief Executive 
• Acts as Accountable Officer ensuring that all information is appropriately protected. 

Senior Information Risk Owner 
• Assures information security within the organisation. 
• Promotes information security at executive management level. 
• Provides an annual statement about the security of information assets. 

Information Security Manager 
• Manages the investigation and mitigation of information breaches. 
• Supports Information Asset Owners to assess risks and implement controls. 

Information Asset Owners 
• Assess the risks to the information they are responsible for. 
• Define the protection measures of the information they are responsible for, taking consideration of the sensitivity and 

value of the information. 
• Communicate the protection controls to authorised users and ensure controls are followed. 

Directors, Managers and Line Managers 
• Ensure their employees are fully conversant with this policy and all associated standards, procedures, guidelines and 

relevant legislation; and are aware of the consequences of non-compliance. 
• Develop procedures, processes and practices which comply with this policy for use in their business areas. 
• Ensure all contractors and other third parties to which this policy may apply are aware of their requirement to comply. 

Employees 
• Conduct their business in accordance with this policy. 
• Take responsibility for familiarising themselves with this policy and understanding the obligations it places on them. 
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CHOOSING THE BEST CHANNEL 
What do I need to communicate? 

If information needs to be recorded or saved, or if you want to get a consistent message to a group of people, email is the answer.  Short and insignificant 
conversation with somebody remote is ideal over instant messaging.  Delivering an important, immediate and memorable message is best face to face, 
either in person or through video conferencing.  For instant response combined with two-way dialogue, telephone remains a useful channel. 

Channels for sensitive or complex subjects

If you are communicating about 
these matters, talk to somebody 
directly, or contact them using 
telephone or audio-video 
conferencing rather than email or 
instant messaging.  

This ensures that aural or visual cues are 
evident in the conversation.  Of course, 
you may need to follow up dialogue 
with documented notes or information, 
at which time email becomes an 
acceptable channel.

EMAIL ETIQUETTE 
Keep emails short and to the point.  The people receiving your email 
want to quickly understand how they should prioritise your message.  
Long emails may not be read to the end.   

Use the subject field for a brief and concise description or reference.  
This helps the recipient organise and manage their email and will help you 
retrieve it if needed.  

Read your email back to yourself before you send it, as it lets you check 
you are conveying the message you want, as well as correcting spelling or 
grammar mistakes which shows respect for the intended audience. 

Do you need to attach something?  When referring to other 
information or documents, think about whether the recipient can access a 
link rather than sending an attachment.  This reduces the strain on your 
mailbox storage and theirs.  It also reduces duplication as it discourages 
multiple copies being saved, and ensures the original information remains 
the key reference location. 

Say Hello, Goodbye and who you are.  Use a salutation appropriate for 
your audience.  It is common practice to use Hi or Hello in professional 
emails, or to use Dear in particularly formal emails.  Finishing your email 
with “Kind regards” or “Thanks” above your signature helps to stop 
communication feeling abruptly closed.  Include a signature that provides 
enough information about who you are without making it unreasonably 
long.  A corporately agreed disclaimer is automatically added to external 
emails therefore do not add your own version of a disclaimer to your 
signature. 

Avoid snap responses.  Never send an email in anger.  Email can be very 
impersonal so it may encourage people to feel bolder in making criticism 
or pointing out things they are dissatisfied with than they would be in 
communicating it verbally.  Whilst it may be tempting to respond in kind, it 
is always better to wait until your initial irritation is gone and then either 
speak to them in person or construct a considered response.

Performance appraisal or review issues | Job, salary or career progression  

Topics which require discussion or dialogue | Private or privileged materials 

Complex issues needing input from multiple people | Venting frustration 
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Confidential messages and attachments should not be 
freely copied or forwarded.  Distribution should be limited 
to those who need to be informed. 

Private indicates the content is only to be shared between 
the sender and recipient.  The recipient should seek the 
sender’s permission before distributing or sharing the 
information. 

Marking digital correspondence with Personal tells the 
recipient that the content is about the sender.  The 
recipient should seek the sender’s permission before 
distributing or sharing. 

MANAGING EMAIL 
Don’t let email overwhelm you by setting a little time aside each day to deal with it.  Consider whether senders need you to respond, retain or just read then 
delete.  Use flags and reminders for emails which require a response you cannot immediately provide.  Empty the deleted items folder intermittently and 
archive old items in your mailbox regularly to prevent it becoming unusable.  

If you are able to work flexibly or remotely, you may collect email on your mobile phone or online.  As technology enables us to work from almost anywhere 
with an internet or phone connection, it can be difficult to know where to draw the line.  The relaxation of traditional work boundaries can cause feelings of 
pressure on your work life balance and difficulty switching off from work.

You are not expected to read and answer 
emails outside your normal working hours.  
Urgent matters can be communicated by 
telephone.  There is no expectation you are 
always available just because you have 
connectivity. 

Avoid peer pressure and do not get involved in 
competitive situations over email responses.

Be considerate of the time and day when 
sending emails.  If you manage others, you 
should avoid setting an expectation that your 
team need to work when you work.   

Set an out-of-office response when you are 
unable to read your emails for at least one 
working day or more.  This helps to manage 
the expectations of those contacting you.

You do not need to check emails when you are 
off sick, on holiday or non-working days, but 
you should ensure they are managed on your 
behalf or that senders have an alternative 
point of contact. 

You are responsible for managing your work 
time.  Look for early signs of email invasion 
into your personal time and act quickly.

SENSITIVITY 
Give some thought to whether a message needs to be marked differently to usual.  Most 
messages and their attachments don’t need to be marked as confidential or private, and when 
they aren’t, the assumption is that the message can be forwarded and the attachment 
changed as required.  Please do not use auto-forward rules on your emails as this restricts your 
ability to manage them according to their sensitivity. 

Most email applications make it easy to mark emails with a sensitivity level.  If in doubt, start 
your subject line with the appropriate word to indicate sensitivity.  Be aware that marking with a 
sensitivity level does not prevent recipients distributing the content.   

Remember privacy and confidentiality cannot be assured on most digital channels.  Secure 
email should be used for sensitive information about individuals, or is sensitive due to quantity 
(e.g. large datasets of personal details) or content which is commercial in confidence.
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DIGITAL COMMUNICATIONS AND THE LAW 
The law applies to email and digital communications in the same way as it 
does to the written or spoken word, regardless of intent or ignorance.  
Think carefully about what you say and how you say it.  The organisation 
will assist law enforcement agencies when requested, including passing on 
all data held on email. 

The law of copyright applies to electronic and digital forms in the same 
way as it does to traditional publications.  Take care not to infringe 
copyright when reproducing any material in email, attachments or digital 
communications.  Seek advice from Legal Services if you are unsure. 

Everything contained in the email system is the organisation’s intellectual 
property. 

Data Protection and Freedom of Information 

It is a criminal offence to collect, hold and process personal data on 
computers unless the Information Commissioner’s Office is notified.  This 
organisation is registered as a data processor.  Information held in emails 
about a person may have to be revealed if they request it.  Be mindful that 
email is included in the information subject to disclosure under the 
Freedom of Information Act 2000.  It is also a legal requirement that 
information held is accurate and is only kept for as long as it is needed. 

Human Rights Act 1998 

Article 8 of this Act applies to emails and digital correspondence sent at 
work and gives individuals the right to privacy over such communications.  
However, monitoring individuals’ email and digital correspondence at work 
may be justified if it is in accordance with the law and is necessary in a 
democratic society in the interests of national security, public safety, for the 
economic wellbeing of the country, for the prevention of disorder or 
crime, for protection of health or morals or for the protection of the rights 
and freedoms of others. 

Obscene Publications Act 1959 and 1964 

Material sent through the email system or shared digitally during working 
time or from the organisation’s equipment could contravene this act, and 
information will be passed to appropriate authorities if requested. 

Defamation 

Critical comments or defamatory remarks about individuals, groups or 
organisations must not be included in corporate email or shared through 
digital channels when acting as a representative of the organisation.  You 
must not reproduce any critical comments or defamatory remarks made 
by third parties as the law may interpret this as libel and you may be held 
liable for the contents. 

Harassment and Discrimination 

Comments or remarks sent by email or shared digitally may amount to 
harassment under anti-discrimination laws.  Because there are no visual or 
tonal signals in digital communications, it is possible to cause offence to 
the recipient or reader where none was intended. 

Contracts 

It is possible to inadvertently form a contract through an exchange of 
email.  A contract does not necessarily need a signature to come into 
force, and in any event, your email signature has the same weight in law 
as your manuscript signature.  If you do not have the authority to create 
or vary a contract, take care in your email correspondence, and seek 
advice from Legal Services if needed. 

Hacking 

Unauthorised access to our network or systems, including email, can lead 
to theft, destruction or alternation of essential data.  It is a criminal offence 
to access any computer system you are not authorised to use, or to delete 
or amend data or systems to the detriment of the organisation. 
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FURTHER INFORMATION 
Also see Information Security Policy, Acceptable Use Policy 

Contact Chris Wall, ICT Manager 

To report concerns, contact the ICT team on 875795 or 875770 

REPORTING EMAIL OR DIGITAL COMMUNICATIONS 
Abusive or Obscene Content 

Make sure you know and understand your obligations around inappropriate and unacceptable communications: see the Acceptable Use Policy.  If you are 
unsure as to whether email or digital communication content could be offensive, do not send or share it.  Remember you represent our organisation in all 
communications and should not do anything to bring it into disrepute. 

Abusive or obscene content is not defined by what you consider abusive or obscene; it is what anyone could find to be abusive or obscene.   

If you receive offensive material by email from an unknown source, do not reply or participate in any way as this may confirm to the sender that your email 
address exists and lead to further unwanted email.  Inform your line manager and ICT. 

If you receive offensive material from a known source, request they stop this in future and please tell your manager.  You may notify ICT if you choose. 

Viruses and Malware 

Anti-virus and anti-malware tools are used throughout our network.  Nonetheless some suspicious communications may find their way to you by masking 
themselves as a trusted correspondent or domain, or by being inconspicuous enough to avoid detection.  Think carefully before opening attachments or 
following links you weren’t expecting.  Delete suspicious emails straight away, notifying the sender by separate email (not by replying) if you think there was a 
chance of authenticity.  If you mistakenly open an attachment or follow a link which proves to be bogus, notify ICT immediately who will try to limit any issues; 
stop working on your PC or mobile device and do not attempt to remove any virus or malware yourself. 
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Data Protection Policy 2018 APPENDIX 7

Document Control Sheet

Document title Data Protection Policy
Summary of purpose To review and update the Council’s Data Protection 

procedures in line with the requirements of the General Data 
Protection Regulations which come into force on 25th May 
2018. 

Prepared by Ian Phillipson

Status Draft
Version number 2 (as amended by the Finance and Corporate Services 

Committee)
Approved by F&CS – Full Council
Approval date

Date of implementation Immediate
Review frequency 3 years (Retention Schedule revised continuously to 

incorporate any changes/new documents)
Next review date March 2021
Circulation
Published on the Council’s 
website

Validity Statement

This document is due for review by the date shown above, after which it may become 
invalid. Users of the strategy or policy should ensure that they are consulting the 
currently valid version of the document.
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MALDON DISTRICT COUNCIL

DATA PROTECTION POLICY 

Maldon District Council ('the Council') aims to ensure that personal information/data is 
treated lawfully and correctly. 

The lawful and correct treatment of personal information is extremely important in 
maintaining the confidence of those with whom the Council deals and in achieving its 
objectives.

This policy applies to all officers, Members and those engaged undertaking business 
with or on behalf of the Council.

The Council fully endorses and adheres to the Data Protection principles set out below:-

DATA PROTECTION PRINCIPLES
Personal Information shall be:

 Processed fairly, lawfully and in a transparent manner;

 Collected for specific, explicit and legitimate purposes;

 Adequate, relevant and limited to what is necessary to meet the purpose;

 Accurate and up to date;

 Kept for no longer than is necessary;

 Kept secure to maintain integrity and confidentiality;

 Processed in an accountable manner;

Policy Aim
To ensure the Council continuously complies with all relevant legislation and good 
practice in order to successfully protect the data it holds and processes.

Policy Objectives
To achieve the overall aim the Council will:

 Provide adequate resources to support an effective corporate approach to Data 
Protection;

 Ensure all staff are appropriately trained to perform their roles;

 Comply with all relevant statutory obligations;

 Respect the confidentiality of all personal data, irrespective of source;

 Publicise the Council's commitment to Data Protection;

 Compile and maintain appropriate policies, procedures and documentation;
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 Promote general awareness and provide specific training, advice and guidance 
at all levels to ensure standards are met;

 Monitor and review compliance with legislation and introduce changes where 
necessary;

 Assist the Regulator and auditors as necessary

Processing of Information:
The Council, through appropriate management controls will, when processing personal 
information on any individual:

 Observe fully conditions regarding the collection and use of information meet the 
Council's legal obligations under Data Protection legislation;

 Collect, process and retain data only to the extent that it is needed to fulfil 
operational needs or to comply with any legal requirement;

 Ensure that the rights of people about whom information is held can be fully 
exercised including:-

o The right to be informed that processing is being undertaken;
o The right of access to personal information;
o The right to withdraw or amend consent for processing*;
o The right to correct, amend or erase information*;
o The right to be forgotten*.

 Ensure staff are reminded that data covered by Data Protection legislation is 
exempt from disclosure under the Freedom of Information Act 2000.

 *Ensure where an individual exercises their right to be forgotten or withdraws 
permission for their data to be processed, the Council will inform the subject of 
the potential impact of this decision, as it may prevent the Council being able to 
provide a service which the subject has requested.  

 Note:  The right to be forgotten or withdraw permission for processing does not 
apply where there the Council has a statutory obligation or requirement to 
process that information.

Fair Obtaining/Processing
Individuals whose data is collected by the Council must be made aware at the time of 
collection of all the processes that data may be subject to. No manual or automatic 
processing of an individual's data can take place unless reasonable steps have been 
taken to make that individual aware of that processing. 

Individuals must also be informed of likely recipients of their information, both internal 
and external, and also be given details of who to contact in order to query the use or 
content of their information (Data Protection Officer).

When consent is used as the lawful basis for processing data, it must be explicit and 
granular to allow the subject to ‘opt-in’ to any processing activity.  The Privacy Notice 
where this data is collected should also explain how a subject’s data will be used, how 
they can amend or withdraw their consent, and to whom they should contact to do so.  
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Data Uses and Purposes

 All processing performed must only be for the purpose that is necessary to 
enable the Council to perform its duties and services, and which has been 
notified by the Council to the Information Commissioner. Personal data can only 
be processed in line with notified purposes.

 No new processing may take place UNTIL the Information Commissioner has 
been notified of the relevant purpose AND the data subjects have been informed 
and, their consent obtained. All new occurrences of, or future developments for, 
processing of personal data must therefore be reported to the Data Protection 
Officer, who is responsible for maintaining Council's Data Protection registrations.

 All personal data should be regarded as confidential and only disclosed to 
persons (internal and external) who are listed for the purpose concerned in the 
Council's current notification AND whose authority to receive it has been explicitly 
established.

 Information owned by the Council must not be used for non-Council purposes. 
This applies when Council data is being processed at employees' homes. 
Employees may only remove personal data from a Council office with the 
authority of their Chief Officer or the Chief Executive and will be held responsible 
for any misuse or unauthorised disclosures while the data is in their control.

What counts as Personal Data?
The term ‘personal data’ applies to any information relating to an identifiable person who 
can be directly or indirectly identified in particular by reference to an identifier.
This definition provides for a wide range of personal identifiers to constitute personal 
data, including name, identification number, location data or online identifier, reflecting 
changes in technology and the way organisations collect information about people.
The regulations apply to both automated personal data and to manual filing systems 
where personal data are accessible according to specific criteria. This could include 
chronologically ordered sets of manual records containing personal data.
Personal data that has been pseudonymised – e.g. key-coded – can fall within the scope 
of the regulations depending on how difficult it is to attribute the pseudonym to a 
particular individual.  Likewise, anonymised data that can be ‘reverse engineered’, or 
manipulated on its own or in conjunction with other data sources to identify an individual, 
will also be classified as personal data.
A name and address, or information attached to a reference number that we can use to 
look someone up, are both personal data. So is a company e-mail address if it includes 
a person’s name.

Data Quality
Information processed shall not be excessive or irrelevant to the notified purposes.

Information will be held only for as long as is necessary for the notified purposes, after 
which it shall be deleted or destroyed in accordance with the Council’s Document 
Retention Policy. 
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Whenever information is processed, reasonable measures shall be taken to ensure that 
it is up-to-date and accurate.

Organisational Responsibilities and Security
All personal data should be kept secure, in a manner appropriate to its sensitivity and 
the likely harm should a breach occur. Security shall be applied to all stages of 
processing to prevent unauthorised access or disclosure (internal or external), damage 
(accidental or deliberate) or loss.

Personal data must not be left on display or unsecured when unattended. Computer 
software shall be kept secure when not in use. System entry passwords should be 
known only to the holder and be changed regularly.

Everyone managing and handling personal information is appropriately trained to do so.

Everyone managing and handling personal information is appropriately supervised.

Anybody wanting to make enquiries about handling personal information knows what to 
do.

Queries about handling personal information are promptly and courteously dealt with.

Methods of handling personal information are clearly described.

A regular review and audit is made of the way personal information is managed.

Methods of handling personal information are regularly assessed and evaluated.

Performance with handling personal information is regularly assessed and evaluated.

All Council employees and Members will be provided with a copy of the Policy as 
adopted by the Council together with appropriate training. Employees and Managers 
have a duty to follow the Policy and procedures and to co-operate with the Council to 
ensure this Policy is effective.

Action may be taken against any employee/Member who fails to comply or commits 
breach of the Policy.

It is the duty of individual employees and Members to ensure that personal information 
held by them is dealt with in accordance with the Data Protection legislation.

Processing carried out by a third party on behalf of the Council shall be subject to a 
contract, which stipulates compliance with Data Protection regulations and this policy.

Similarly, when the Council is processing personal data on behalf of a third party it will 
need to demonstrate that the data is subject to the same standards of care.

Any breaches of security shall be reported to the Data Protection Officer for investigation 
and subsequent remedial action.
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Complaints & Queries
Queries regarding this policy should be addressed to the Data Protection Officer: 
dpo@maldon.gov.uk 

If you are not happy with the Council’s response to a Data Protection request you can 
complain using the Council’s complaints system.

You can speak to your local Councillor(s) to see if they can resolve the issue for you. 

If you are unclear who this is telephone the Council Officers 01621 875790 or visit our 
website www.maldon.gov.uk

You can complain to the Information Commissioner at: 

Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF

Tel: 01625 545 700

Web: www.ico.gov.uk

Large print and other versions of this guidance
If you require a large print or Braille version of this leaflet or need it translated into 
another language, please ask at our reception at the Council Offices or telephone 01621  
875790.
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Information Security Incident Reporting & Data Breach 
Management Policy

CONTEXT
This policy defines the requirements for reporting and managing information security incidents and/or data breaches at Maldon District Council. It supports 
the Corporate Information Security Policy.

Definitions

 An Information Security Incident is any event which has resulted, or could result, in:

o the disclosure of confidential information to any unauthorised individual
o the integrity of any system or information being put at risk
o the availability of any system or information being put at risk
o an adverse impact, for example:

 embarrassment to the organisation
 threat to personal safety or privacy
 legal obligation or penalty
 financial loss
 disruption of activities

 An Information Security Problem is a weakness or vulnerability which could be exploited to cause an incident.
 A Data Breach is any event which has resulted in, or could result in:

o The disclosure of physical records or papers containing personal information
o The unauthorised removal of data in a physical form (i.e. printouts, letters, etc.)
o The sharing or distribution of personal data with unauthorised persons
o Loss or theft of data

AUDIENCE
This guidance is relevant for everyone who uses any of the Maldon District Council ICT systems and/or networks, records, archives and other physical assets 
where personal data may be held, or acts as a representative of the organisation. 

P
age 1082



APPENDIX 8

Maldon District Council v1.1 (as amended by Finance and Corporate Services Committee 06/03/18)

All those who access Maldon District Council ICT systems, networks and physical records may be held personally responsible for any abuse or inappropriate 
use. 
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Incident Response
 All users must report any actual or perceived Information Security Incidents or Data Breach Issues as well as those set out in the Acceptable Use 

Policy in accordance with the Incident Management Procedures.
 All reported incidents must be assessed and responded to in accordance with Council procedures as quickly as possible.
 Management responsibilities must be established to ensure a quick, effective and orderly response to Information Security incidents.
 A security incident response plan must be formally documented and disseminated to the appropriate responsible parties.
 In case of cardholder data compromise an incident response team must be ready to be deployed.
 Any external organisations or individuals must be notified where appropriate.
 The Council should have a risk recovery policy including a plan covering the Council’s media and legal response to an information security incident.
 Significant actual or potential loss of personal information should be reported to the Information Commissioners Office.
 Where the Security Incident is deemed to have either originated from or had a significant impact on the PSN, the Incident Response Team shall 

report the incident to the relevant bodies as detailed within the PSN Technical Standard document titled “Common Standard for Protective 
Monitoring, Security Incident Management and Situational Awareness”.

Are you responding to an ICT or Physical Data Breach Incident?

ICT Security Breach
Go to Page 4

Physical Data Breach
Go to Page 8
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ICT Security Breach Protocol

Reporting and Management of ICT Security Incidents

The following procedure has been derived from best practice as defined in the BERR Incident Reporting and Management guidelines.

The Incident Response Team consists of the ICT Manager - Chris Wall, Data Protection Officer (DPO) - Emma Foy and Director of Resources (SIRO) – Emma 
Foy, plus additional organisational resources as required.

A Security Incident is a situation where the security of a device, a server, a system, an application or the network itself has or may have been compromised, 
and may be from either an internal or external source.  It could also be the introduction of a virus to a device or server and/or the network, or access to the 
network by an unauthorised user.

Incident Reporting

Incidents should be reported by telephone to a member of the ICT Team as soon as they happen.

ICT will record the incident in the ICT Helpdesk to track and monitor the incident and kept a record of what happened, the steps taken and the resolution.

The DPO & SIRO will be notified of the incident and kept up to date.

If the impact and severity warrants it the ICO will be notified within 72 hours.  This will be decided on by the incident management team including the SIRO 
who has ultimate responsibility to decide to report or not.

Informing data subjects

The ICO has produced guidance on when a data subject(s) should be informed of a data breach.  The Security Incident Team will establish the likelihood and 
severity of the resulting risk to people’s rights and freedoms.

The GDPR guidance states: “A personal data breach may, if not addressed in an appropriate and timely manner, result in physical, material or non-
material damage to natural persons such as loss of control over their personal data or limitation of their rights, discrimination, identity theft or fraud, 
financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data protected by professional 
secrecy or any other significant economic or social disadvantage to the natural person concerned.”
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The individual(s) concerned only need to be informed if there is a ‘high risk’ that they may be adversely affected, therefore the threshold for informing 
individuals is higher than that for informing the ICO of a breach.  However, the decision and reasons not to inform an individual should be 
documented.

Incident Management

Having received an Information Security Report, the Incident Response Team will initially qualify the incident – i.e.: determine whether the event is actually a 
Security Incident that needs to be managed. The key determinant will be whether there has been (or is now) a threat to the organisations business assets or a 
breach of regulatory requirements or organisational policy. If there has then the full incident response process will commence.

Virus and Malware incidents will be managed in accordance with the BERR five stage response process detailed below:

The BERR Five Stage Process

Containment

 Record the time, duration and location of the incident.
 Isolate systems and logons to the affected system. For example, introduce new passwords and review system access rights
 Determine whether the system should be isolated or access paths removed to prevent further damage
 Preserve the scene. For example, take photographs, save logs, record evidence, take notes of system connectivity, etc.
 Create a forensic backup of relevant data or systems. For example, imaging of computer systems
 Identify what records or logs exist for the incident
 Identify other evidence. For example, witnesses, CCTV, manual systems
 Determine who should be notified internally
 Determine who should be notified externally
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Assessment

 Determine the extent of damage or penetration
 If an attempt was unsuccessful, establish why it failed
 Establish the value and relevance of evidence
 Interview witnesses or relevant parties
 Perform crime scene analysis
 Gather supporting evidence. For example, carry out penetration tests, network reviews, and risk assessments
 Gather staff evidence. For example, Human Resources records
 Perform a business impact assessment

Countermeasures

 Perform appropriate technical upgrades, patches and a configuration review
 Harden network protection
 Review intrusion detection devices and policy
 Adjust server loads and access
 Revise policy and review staff training
 Determine HR and contractual issues (to include external suppliers)
 Review outsourcing agreements (as appropriate) and revise or negotiate liability clauses and warranties
 Manage PR and publicity issues. For example, inform Members
 Involve appropriate external parties. For example, the local police force.
 Does the incident need to be reported to the police?

Appraisal

 Ask "should we disclose to statutory bodies?"
 Review assessment and countermeasures
 Determine whether we have had an internal or external attack
 Address disciplinary issues
 Consider legal proceedings
 Address contractual issues
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Physical Data Breach Protocol

Reporting and Management of Physical Data Breach Incidents

Where physical records may have been breached, the DPO should be informed immediately in order for the matter to be investigated and the ICO to be 
informed if required.

An Incident Response Team will be convened if necessary consisting of the DPO, SIRO, Head of the Service for the incident, plus additional organisational 
resources as required.

Incident Reporting

Incidents should be reported by telephone to the DPO as soon as they happen.

The DPO will record the incident in the Data Breach Log to track and monitor the incident and kept a record of what happened, the steps taken and the 
resolution.

The SIRO will be notified of the incident and kept up to date.

If the impact and severity warrants it the ICO will be notified within 72 hours.  This will be decided on by the Incident Response Team.

Incident Management

Having received an Information Breach Report, the Incident Response Team will initially qualify the incident – i.e.: determine whether the event is actually a 
Data Breach that needs to be managed. The key determinant will be whether there has been (or is now) a threat to the organisation’s business assets, an 
individual’s personal data, a breach of regulatory requirements or organisational policy. 

Informing data subjects

The ICO has produced guidance on when a data subject(s) should be informed of a data breach.  The Security Incident Team will establish the likelihood and 
severity of the resulting risk to people’s rights and freedoms.
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Further information
Also see Information Security Policy, Acceptable Use Policy

Contact Chris Wall, ICT Manager

To report concerns, contact the ICT team on 875795 or 875770

The GDPR guidance states: “A personal data breach may, if not addressed in an appropriate and timely manner, result in physical, material or non-
material damage to natural persons such as loss of control over their personal data or limitation of their rights, discrimination, identity theft or fraud, 
financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data protected by professional 
secrecy or any other significant economic or social disadvantage to the natural person concerned.”

The individual(s) concerned only need to be informed if there is a ‘high risk’ that they may be adversely affected, therefore the threshold for informing 
individuals is higher than that for informing the ICO of a breach.  However, the decision and reasons not to inform an individual should be 
documented.
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